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1. 3HaKOMCTBO ¢ KOMMYTATOPOM

1.1 SWM-80/SWM-62 cepun

SWM-80 / SWM-62 cepun — NpOU3BOAMTEIBHBIE MPOMBIIUICHHBIE KOMMYTATOPHI C
MHOXeCTBOM (pyHKImiA. KoMMyTatopbl MOryT paboTarh B IIHMPOKOM TEMIIEPATYPHOM
JMaIra3oHe, B YCIOBHSIX MOBBIIIEHHON BIaKHOCTH | 3ambuieHHoctd. SWM-80 / SWM-62
cepun ympasiseTcss uepe3 Web, Telnet WM KOHCOJIb, a TakkKe pPa3IMYHBIMU
SNMP-npunoxxenusimu. Kpome Toro, JaHHble KOMMYTaTOpPbl MOTYT YIPaBJISATHCS C
MOMOIIbIO TTOJIC3HOM YTHIUTHI SY-View. DT0 cHelualii3upOBaHHOE IPOrPaMMHOE
oOecrieyeHHe i1 YAAJICHHOIO YIPABICHHS KOMMYTaTOpaMH W CEThbIO B IICJIOM.
bnaromgapss npyxecTBeHHOMY M (YHKIMOHAJILHOMY HWHTEp(deicy BBl C JIETKOCTHIO
CMOXETe HACTPOUTh HECKOJIbKO KOMMYTAaTOPOB OJIHOBPEMEHHO, a 3aTEM KOHTPOJIMPOBATh

COCTOsIHUEC KAa’XKA0I'0 U3 HUX.

1.2 Bosmoxuoctu I1O

* beIcTpeiilias B MUpe TEXHOJIOTHS KOJBIICBOIO pe3epBupoBaHus: Sy-Ring (Bpems
BoccTaHoBieHUs <10 mc 11t cetu u3 250 ycTpoiicTB)

» Tonuepxkka nporokosio Ring Coupling, Dual Homing wepe3 mpotokon Sy-Ring

* Tommepxxka SNMP vi/v2/v3 & RMON & Port Based Management (ympasienue
nopramu) / 802.1Q VLAN Network

* YBeOOMJICHHE O KpPUTHYECKUX CcOObITHsSX 1o E-mail, ¢ momompio SNMP-trap u
pENEHHBIX BBIXO/IOB.

» Kondurypuposanue uepez Web, Telnet, koncons u CLI

* BxiroueHue/BeIKITIOUCHHE TTOPTOB, 3amuTa 1o MAC-aapecam

* KonTtpons nocryna k nopry (802.1x)

* VLAN (802.1q) ansa cerperaiiuu 1 3allMThl CETEBOTO Tpadduka

* Radius - nieHTpann3oBaHHOE yIIpaBICHUE MAPOISIMH

« SNMPv3 ¢ mnomgaepxkkod ayreHTHUKAuu W mudpoBaHus, obecreueHue
0€30MacHOCTH JoCTyNa

+ RSTP (802.1w)

* QoS (802.1p) — mepenava Tpaduka B peaibHOM BPEMEHH

* VLAN (802.1q) ¢ aBoiinbIM TerupoBanueM U nojjaepxkoii GVRP

* IGMP snooping — ¢punbTpanus Tpaduka rpymnmnoBoil pacChUIKH

» KoHndurypamus, craTyc, cTaTHCTHKA, MOHUTOPUHT U 0€30T1aCHOCTh TIOPTOB

* Tlompnepxka RMON

Symanitron LTD. 5
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1.3 AnmapaTHble BO3MOKHOCTH

» JIBa pe3epBupyembix DC-BXxoa nuTanus

* [upoxwuii TeMneparypHsblil guamna3on ot -40 go 70°C
* Temneparypa xpanenus ot -40 no 85°C

* Pabouas Braxxnocts 0T 5% 110 95% (6e3 KoHIeHcaTa)
* Kiracc 3ammrs! IP-30

« 10/100 Base-T(X) Ethernet-mopt

* KoHconbpHBIN TOPT

* Pasmepsr (I1I x " x B) 52(I10) x 106(T") x 144(B) mm)

2. MouTax o00opy1oBaHus

2.1 ¥YcranoBka kommyTtaTopa Ha DIN-peiiky

Kaxnpii kommyratop umeet kperienue Ha DIN-peliky Ha 3agHei nanenu. Kperienue
Ha DIN-peiiky momoraer 3adukcupoBaTh KommyrtaTop Ha DIN-peiike. YcTaHOBUTH
kommytarop Ha DIN-pefiky He cocTaBiser nmpobiem. st 3Toro He0OXOAMMO 3aleITUTh
NIPY’)KMHKaMU KpEIUIEHHs BEpXHIOK 4acTh DIN-peiiku M, NOTAHYB KMMYTaTOp BHM3,

3aleNUTh HUKHIOK YaCTh KPEIUICHUs 3a HYKHIOK JacTb DIN-peiiku.
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Puc.1 Pa3mep kpemnenns Ha DIN-peliky

Symanitron LTD. 6



SYMANITRON| W80 / SWh-62 ceps

PYKO BOACTBO MO 3KCNAyaTauuu

2.2 YcTaHOBKA HA CTEHY

Ka)KZ[BIﬁ KOMMYTAaTOp TAaKXKC MOXHO YCTAHOBUTH aJIbTCPHATHBHBIM crocooom. Ilanenn

JUIS KPETIJICHHUS] Ha CTeHY MOYKHO HalTH B KopoOke u3-1moj obopynoBanus. Cienyromias

cxema ITOKaXCET, KaK 3aerHI/ITB KOMMYTaTOp Ha
CTCHEC.
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Puc.2 Pazmep HacTEHHOIO KpeIuieHUs
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3. O030p anmapaTHbIX CPeCTB

3.1 Ilepenusisi naHeJjb

B cnenytorieit Tabnuiie onmuchIBarOTCS 0003HAYCHHUSI, HAHOCUMBIC Ha MEPEIHIO0 MaHEeTh
kommytatopoB SWM-80 / SWM-62 cepun:
6 10/100 Base-T(X) RJ-45 nopToB moafep KuBarOT aBTOCOTIIACOBAHHE

Hacrpoiiku no ymonuaHuro:
10/100 RJ-45 fast

CKOpOCTh: aBTO
Ethernet mopTet

Hymnnexc: aBTo

YnpasieHue moTOKOM: 3alpeiieHo

Gigabit RJ-45 mopter | 2 1000Base-TX nopra aius SWM-62GT
OnToB0I0KOHHBIE 2 1000Base-X miss SWM-62GF

MOPTHI 2 100Base-FX miss SWM-62F

Hcnonb3yiite RS-232/RJ-45 nepexoHuK is yIIpaBiIeHUsI

Console
KOMMYTaTOpOM
Knomnka mepe3arpy3ku.
S Vepikanue KHOMKH B T€UCHUE 2-3 CEKYH]I Tepe3arpy3uT KOMMYTaTOpP.
ese

VY aepkaHue KHOIKH B TEYCHUE 5 CEKyH]I COPOCHT HACTPOMKH

KOMMYTATOpa Ha CTaHAAPTHBIC

Symanitron LTD. 8
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3.1.1 Huguxarops! nepeaneii nanean SWM-62F / SWM-62GF

G2
(P8)

13 .

s, AUCT

Jogjpoq

12
&1
(PT)

[F

PWHR1

PR 2

PWRY
FM=
Ring

Faul=—

I

] &= | s>

-

RX

Console

LLLLL

P

11
10

=1

N e T

N e e B

P m—

Pd

P2

Puc.3 Ilepennss nanenb

SWM-80 / SWM-62 cepuu
PYKOBOACTBO MO 3KCMayaTaumm

1. Huauxarop PWRI. Ilpu nojakiodeHnu nepBoro ucrounuka nuranus PWR1

3aropacTcd 3eJICHBIN HHIUKATOP.

2. Wnguxarop PWR2. Ilpu noaxitoueHny nepBoro ucTouHuka nutanus PWR2

3aropacTcd 3eJICHBIN HHIUKATOP.

3. Huauxarop PWRS. Ilpu noakioyeHnu nepBoro uctounuka nuranus PWR3

3aropacTcd 3eJICHBIN HWHJAUKATOP.

4. Wuaukatop Ring Master. Korna 3aropaercst HHAMKATOpP, 3TO 3HAYHT, YTO KOMMYTATOP

SIBIISICTCS TJIABHBIM B KOJIBIIEBOM TOIOJIOTHH.

5. Humukarop Sy-Ring. Korna 3aropaercst HHIUKATOP, 3TO 3HAYHUT, YTO TEXHOIOTHSI

Sy-Ring akTuBHpoBaHa.

6. Muauxarop ommbok u c6oeB. Korma noctynaer aBapuiHbINA CUTHAI, 3ar0OpacTcs

OpaH’KEBas JIaMITIO4YKa.

7. Kuomka Reset. HaxxnmaiiTe Ha KHOTIKY B TeU€HHE 3 CEKYHJ AJIs MTepe3arpy3Ku; 5

CEeKYHJI I1s cOpoca 710 3aBOJICKMX HACTPOEK.

8. 10/100 Base-T(X) Ethernet-moptsr

9. HWumukarop craryca aktuBHOCcTH Ethernet-mopra

Symanitron LTD.



SYMANITRON| SWIBD / SWhLG2 cop

PYKO BOACTBO MO 3KCNAyaTauuu

10. Muaukarop cratyca Haiauuus cBsizu Ethernet-mopra
11. 100BaseFX/1000BaseFX Onrtudeckuii-mopt

12. THaukaTtop ONTUYECKOro MopTa.

3.1.2 Huguxarops! nepeaneii nanean SWM-62GT / SWM-80

PWR1 1

G2 Eﬂ :::2- 2 3
(P8)
H.M—%— 4 s
l 3 - lNll: E rﬂ\ll'—F 6
£ ?
G
] :J [BTY Cesols
I-:r--:r-l H
P& P8 9

11

i

Puc.3 Ilepennss nanens

1. Hupuxarop PWRI. IIpu nojakirodeHnu nepBoro ucrounuka nuranus PWR1
3aropaercs 3eJIeHbI UHAUKATOP.

2. Wnguxarop PWR2. Ilpu noaxitoueHny nepBoro uctToyHuka nutanus PWR2
3aropaercs 3eJIeHbI UHIAUKATOP.

3. Huauxarop PWRS. Ilpu noakioyeHnu nepBoro uctounuka nuranus PWR3
3aropaercs 3eJIeHbI UHIAUKATOP.

4. HWupukatop Ring Master. Korna 3aropaercst HHAMKATOp, 3TO 3HAYUT, YTO KOMMYTAaTOp
SIBJISIETCS TJIAaBHBIM B KOJIBIIEBON TOIOJIOTHH.

5. Humukarop Sy-Ring. Korna 3aropaercst ”HIMKaTOp, 3TO 3HAYUT, YTO TEXHOJIOTHSI
Sy-Ring akTuBupoBaHa.

6. Muauxarop ommbok u c6oeB. Koryma noctynaer aBapuiHbIN CUTHAI, 3aT0paeTcs

OpaH’KECBas JIaMIIO4Ka.
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SWM-80 / SWM-62 cepun
PykoBoAcTBO Mo 3KcnJyaTaumm

S maANTRON

7. Kwnomnka Reset. Haxxumaiite Ha KHOTIKY B T€U€HHE 3 CEKYHJI AJIs Ilepe3arpy3Ku; 5
CEeKYyH/I JUIst cOpoca A0 3aBOJICKUX HACTPOEK.
8. 10/100 Base-T(X) Ethernet-noptsr

9. HWunmukarop craryca aktuBHoctd Ethernet-mopra

10.
11.

(SWM-80)
12.

Wunukatop cratyca Hanuuus cs3u Ethernet-nopra
1000 Base-T Ethernet mopt (SWM-62GT); 10/100 Base-T(X) Ethernet moptst

WunukaTop craryca akTMBHOCTH / Hann4us cBsizu Ethernet mopra.

Onwucanue GpyHKIIMOHANIA HHANKATOPOB HA MEpeIHEH MaHeu:

HNupuxarop 11:1) Craryc Onucanne
PWR1 3emneHsblit Topur DC-Bxon nmutanus | akTHBeH
PWR2 3emneHsblit T'opur DC-Bxoj muTaHus 2 aKTHBEH
PWR3 3emneHsblit Topur KnemMHBIH BXOA TUTaHUS aKTUBEH
R.M. 3eneHslit Topur Pexxum Sy-Ring Master
Sy-Ring 3eneHslit Topur Pexxum Sy-Ring Brimrouen

Mennenno | B Tonmonorun Sy-Ring oOHapyskeHa mpobiema
MUTaeT
BricTpo Sy-Ring paboTaeT HOpMaIEHO
MUTaeT
HNuaukarop Kenrorit T'opur CoOotii nepenaun naHHbIX. [loTepst MUTaHUS WK
coon cOoii/HencnpaBHOCTH MOPTa
10/100Base-T(X) Fast Ethernet mopTnI

LINK/ACT 3emeHsbIi Topur [MopT BKITIOUYEH

Muraet Ilepenaya naHHBIX
IHonHbIi Kenrorit T'opur ITonuslii gynnexke
AYIIEKC
ACT 3emneHsblit lopur [opT BrIIIOYEH

Muraer Ilepenaya naHHbIX
LINK Kenteiit T'opur ITopt BKITFOUEH
ACT 3eneHbIi T'opur ITopt BKITTOUEH

Muraet Ilepenava naHHBIX
LINK Kenrorit T'opur TlopT BKITIOUEH

Symanitron LTD.
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SYMANITRON| W80 / SWh-62 ceps

PYKOBOACTBO no 3Kcnayatauun

3.2  Bepxuss nanejb

OcHoBHbIe KOMITIOHEHTHI BepxHel nanen SWM-80 / SWM-62 cepuu rmoka3aHbl HUXE:

1. TepmunanbHbIli 070K BKIOYaeT B cebOs: BBox mutanus PWRI1, BBoa murtaHus
PWR2 (12-48VDC) u Boixon pene (1A @ 24VDC).
2. Paswvem nuranus PWR3 (12-45 VDC)

1 2

T 4

il ¥i+ ¥1- Relay ¥2¢ ¥2- PWR-3 LI-43VDC
D Ll LT L e+
Puc.4 BepxHas naHenb
4. Kadean

4.1 Ethernet-ka6eau

Kommyraroper SWM-80 / SWM-62 cepun umeror cranmaptaeie Ethernet-noptel. B
3aBHCHMOCTH OT THUIIA JIMHUHU CBsI3U, MOKHO ncnonb3oBath UTP kabemun CAT 3, 4, 5, 5e
JUIsT TIOAKJIIOUEHUs K JroboMy apyroMmy cereBomy ycTpoiictBy (IIK, cepsepsl,
KOMMYTaTOpbI, MapuIpyTU3aTophl, wiu xadsl). [loxkanyiicra, oOpaTtutech K cleayromeit

Ta6J'II/II_[e AJI1 O3HAKOMIICHUS € XapaKTCPHUCTUKaAMU KaOenei.

Crenudukaiy 1 TUIHI KaOemei:

Kaoean Tun Makec. IJuHa Konnexkrop
10Base-T Cat. 3,4, 5100 Om UTP 100 m RJ-45
100Base-TX Cat.5 100 Om UTP UTP 100 m RJ-45

4.1.1. 100BASE-TX/10BASE-T. HazHaueHHe KOHTAKTOB
Y 100BASE-TX/10BASE-T kabenss KOHTakTbI 1 W 2 HWCHONB3YIOTCS IS TEpeaadn

JIAaHHBIX, @ KOHTAKTHI 3 1 6 I IprueMa JaHHBIX.

Symanitron LTD. 12
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Hasnauenue KkOHTakTOB B KOHHEKTOpE RJ-45:

Howmep konTakTa ‘

1

TD+ (nmepenava 1aHHBIX +)

SWM-80 / SWM-62 cepun
PykoBoACTBO MO 3KcnJyaTaumm

Haznauenue

TD- (nepenaya naHbIX -)

RD+

(mpueM HaHHBIX +)

He HUCIOJIB3YCTCA

He ncnonb3yercs

RD-

(mMpueM TaHHBIX -)

He ncnonb3yercs

O N0l | B~ WDN

He ucnons3yercs

Kommyraropsr  SWM-80

/| SWM-62 cepunm TOAICPKHBAIOT  TEXHOJIOTHIO

aBTomatuueckoro ompeneneHus noiaspHoctd (MDI/MDI-X). Bel MoxkeTe MOAKIIOUUTH

I[IK k xommyTaropy HampsMmyr depe3 kabenb. B crienyromeil Tabnuue mnokasaHsl
BbIxoiHbIe KOHTaKThl 10BASE-T/100BASE-TX MDI u MDI-X nopra.

Hasunauenue korTaktoB 10/100 Base-TX MDI / MDI-X:

Konrakr ‘ MDI curnan MDI-X curnan
1 TD+ (nepenava gaHHBIX +) RD+ (mpuem naHHBIX +)
2 TD- (nepenaya 1aHbIx -) RD- (mpuem JaHHbIX -)
3 RD+ (mpuem naHHBIX +) TD+ (mepenava qaHHBIX 1)
4 He ucnons3yercs He ucnons3syercs
5 He ucnons3yercs He ucnons3yercs
6 RD- (npriem naHHBIX -) TD- (nepenaua AaHbIX -)
7 He ncnons3yercs He ucnonpsyercs
8 He ucnosp3syercs He ucnonp3syercs

6 _%

[Ipumeuanue: “+” 1 “-” 03HAYAIOT NOJIAPHOCTD.

Symanitron LTD.
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SYMANITRON| W80 / SWh-62 ceps

PyKOBOACTBO no 3Kcnayatauun

Hasnauenue kontaktos 100 Base-T MDI / MDI-X:

Konrakr ‘ MDI curnanu MDI-X curnan
1 Bl_DA+ BI_DB+
2 BI_DA- Bl_DB-
3 BI_DB+ BI_DA+
4 BI_DC+ BI_DD+
5 BI_DC- BI_DD-
6 Bl_DB- BI_DA-
7 BI_DD+ BI_DC+
8 BI_DD- BI_DC-

IIpumeuanue: “+” u “-” 03HAYAIOT NOJIAPHOCTH.

4.2 Kabeap KOHCOIH

Kommyrtatopst SWM-80 / SWM-62 cepun MOTyT yrpaBIisiTbCs Yepe3 KOHCOJIBbHBIN MOPT.
[Mepexomuoit kadenp DB-9/RJ-45 Mo)HO HaliTH B yriakoBKe. Bbl MOXKETE TOAKITIOYUTHCS K

IIK uepe3 kabenb RS-232 ¢ «marepunckum» pazsemom DB-9, a npyroit xonem (c

pazbemoMm RJ-45) moaxiroyaeTcsi K KOHCOJIBHOMY MOPTY KOMMYTATOpaA.

Ha3na4yeHue BBIXOAHBIX RS-232 ¢ konnexkTopom DB-9 Ilepexoanux
koHTakTOB IIK («mamay) («mamay) DB-9/RJ-45
Konraxkr #2 RD Kontakr #2 TD Konrakr #2
Kourakr #3 TD Konrakt #3 TD KonTaxkr #3
KonTakt #5 GD Konrakt #5 GD KonTakr #5
Pasnem DB-9

- ;
Yxazarens wecyuedn (C D)-—N

2

FotoeHocTs Mopema (DSR)

MNpunmmaemwue aanwme (RO) —

-~

3 3anpoc nepeparywka (RTS)
Nepenasaemue AaHHbe (TD)—

-

" C6poc nepenarywnka (CT5)

FotosuocTs TepmuHana (DTR) ™

5 Yxazarens sw3oson(Rl)

5o S

«3eMNR» CUrHanNos

Puc.5 Konraxrs! pazsema DB-9
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SYMANITRON| W80 / SWh-62 ceps

PYKO BOACTBO MO 3KCNAyaTauuu

5. WEB-unTepdeiic

A Buumanue! Bo Bpems ycraHoBkum wuiau oOHoBiaenus 11O,

MOKAJIYHCTA, HUCKIOYHUTE (PU3HUYECKHE COCIUHEHHS MEKAY NMOpTaAMH
yerpoiictea. HE BBIK/IIOYAUTE nuranue B mpouecce 00HOBJICHHMS
O.

5.1. Hacrpoiika yepe3 Web-unrtepdeiic

DTOT pasfen pacckasblBaeT O HACTPOMKE KOMMYyTaropa C  HCHOJIb30BaHHEM

Web-unrepdeiica.

5.1.1. Yupasiaenne ¢ nomoumbi0 WEB-unrepgeiica

Berpoennsiit HTML-caiiT ucnionb3yer ais pabotel ¢mdm-namsate Ha tuate LTI On
COJICP’KUT pacHIMpeHHbIe PYHKIIMH YIPABICHUS U MO3BOJSET YIPABISITH KOMMYTaTOpPOM
U3 J1I000T0 MecTa B CETH 4Yepe3 CTaHIIapTHHIN BeO-Opaysep, Takoi kak Microsoft Internet
Explorer. ®ynkuust Web-Based Management noanepsxxuaer Internet Explorer 5.0 wim
Oonee moznHedl Bepcuu. OH OCHOBaH Ha Java-KOMIIOHEHTaX C IENbI0 CHIDKEHUS
noTpebsieHUsT MPOMYCKHON CIIOCOOHOCTH CETH, TOBBIIMICHUS CKOPOCTH JOCTyNa U

MMpeaO0CTaBJICHUA y,Z[O6HOFO IIPOCMOTpa 3KpaHa.

Mo ymomuanuio, 6paysepst or IE 5.0 u Bbime, Chrome, Firefox He mo3Bossitor
Java-koMmoHeHTaM OTKPBIBATh COKETHI. BaM He00Xx0AnMo0 N3MeHNTH HACTPOIKHU Opay3epa 1Jsi TOTo,

YTOObI pa3pemuTh Java-KOMIOHEHTaM HCI0JIb30BaTh ceTeBble MOPTHI.

Heo0xonnmast nuopmanms:
IP-anpec: 192.168.10.1
Macka noncetu: 255.255.255.0
103 o ymomuanmio: 192.168.10.254
Wwms monb3oBatens: admin
[Taposs: admin

Bxox B cucremy:
1. 3amyctute 6paysep Internet.

2. [Iponumute B aznpecHoit crpoke http:// n IP-agpec kommyraropa. Haxmure

“Enter”.
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SWM-80 / SWM-62 cepuu
PYKOBOACTBO MO 3KCMayaTaumm

192168.10.1
€= X 192.168.10.1 Y=

3. TlosBUTCS OKHO BXOJIa B CUCTEMY
4. Bsenure ums nosp3oBarens U napoib. [lo ymonuaHuio uMs MOJIb30BaTEN U
apoJib UMEIOT 3HadeHne admin

5. Haxwmute «Enter» wmmm kHomky «OK)y», 3areM NOSBUTCS OCHOBHOE OKHO

ynpasieHus uepe3 Web-unrepdeiic.

b 4

Heobxoanma aBTOpU3aLMA

Ansa goctyna k gomeny http://192.168.10.1 Heobxogumo

yKasate M8 NONb30BaTENA ¥ Naponb.

MoaknroueHue k seb-caiTy He 3aWwmweHo

Wmsa nonszosatens: |admin
Mapone: = -
Bxog Otmena
OKpaH BX0Jla B CUCTEMY
OcHoBHOM uHTepdenc
[ SYMANITRON ustrial Managed Ethernet Switch
Openall Industrial 8-port managed Ethernet switch with 6x10/100Base-T(X) and 2x100Base-FX, multi-mode, 2Km/1310nm, SC
System Information connector
Front Pansl

) Basic Setting
[ _] DHCP Server
=Ry pretem ame Sv:M-:ZTEMM-?tC d Eth: t switch with 6x10/100B: T(X) and 2x100B: FX, It d
jsfil:‘ﬂuaﬂw Z::::: f:::::mn ;’L;?lginn;:?gcm;nnang;mr ernet switch wit X ase- and 2x: ase-FX, multi-mode,
%l S System Contact
B _] Traffic Prioritization System 0OID 1.2.6.1,4.1.25072,102.0.0.3
2L Mulicast Firmware Version v1.01
LIjSectuiy) Kemel Version  v2.46
& _) Waming Device MAC 48-BE-2D-19-0C-8A
[ _] Monitor and Diag System Time 01.01.1970, 0:01:45

Save Configuration
Factory Defaut [ Enasle Locaton Aert |

System Reboot

OcHoBHOM HHTEpdEHC
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SWM-80 / SWM-62 cepuu
PYKOBOACTBO MO 3KCMayaTaumm

5.1.2. Undopmanus o cucreme

System Name SWM-62F-MM-5C

. .. Industrial 8-port managed Ethernet switch with 6x10/100Base-T(X) and 2x100Base-FX, multi-mode,
SR DRI 2Km/1310nm, SC connector
System Location

System Contact

System OID 1.3.6.1.4.1.25972.102.0.0.3
Firmware Version v1.01

Kernel Version v2.46

Device MAC 48-BE-2D-19-92C-8A

System Time 01.01.1970, 0:01:45

Enable Location Alert

Wnrepdeiic nHbopMaIm o cucteme

HNupopmanus o cucreme
Hudopmarnus o cucreme oToOpakaeTcs Ha cTpaHuie HacTpoek Basic Setting / Switch Setting.

Bxii1roueHue onoBeneHus 00 ouoKax

Ilocne xnuka mo KHOIIKE Enable Location Alert unaukatopsl PWRI1, PWR2 u PWR3
HAa4YHyT MUTaTh BMECTE, a IMOCJe KJIWKa MO0 KHOIIKE Disable Location Alert , IepecTaHyT
MUTaTh.

5.1.3. Ilepenusisi mnaHejb

[MokasbiBaeT n3o0paxkenue nepeaHe manenu kommyraropa SWM-80 / SWM-62 cepun.

Haxxmure «Close» mist 3aKpbITHST ©300payKeHUS TTAHEITH.
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SYMANITRON| W80 / SWh-62 ceps

PyKOBOACTBO no 3Kcnayatauun

5.1.4. CranpapTHble HACTPOHKH

5.1.4.1. HacTtpoiiku koMMyTaTopa

System Name  |SWM-62F-MM-SC |
System Description |Industria| 8-port managed Ethernet switch with &x10/100Base-T(X) and 2x1 ||
System Location | |
System Contact | |

WuTepdeiic HacTpoek KOMMyTaTopa

Tabnuma ¢ onucaHueM napaMeTpoB HACTPOEK KOMMYTAaTopa!

ITapamerp Onucanne

System Name HaznaubTte nms koMMyTaTopa. MakcuMaibHas AIMHA COCTaBIsIeT 64
Oaiita

System Description [TokaspiBaeT omucaHne KOMMYTaTOpa

System Location Ha3znaubTe puznueckoe MECTONON0KEHNE KOMMyTaTopa. MakcuManbHast

JUIMHA cOCTaBiseT 64 Oaiita

System Contact BBenute KOHTaKTHBIC JaHHBIC YEIOBEKA HIIM OpraHU3alluu

5.1.4.2. I1apoJsb afiMHUHUCTPATOpPA

Bribepure soruH u maposib A yOpaBieHHs MpobdiemMaMu 0e30IacHOCTH C IOMOUIBO

Web-unrepdeiica.

Admin Password

Newpassword |
Confirm Paﬁswnrdl:l

Wurepdeiic napons axMuHACTpaTOpa

Ta6JII/IHa C OIIMCaHMEM KOMaHJ TP U3BMCHCHUH UMCHU MOJIb30BATEIIA U MApOJIA.

IMapameTtp Onucanne

User Name Bribepute HOBOE UMSI T10JIb30BaTEN s (110 yMOTYaHHIO «adminy)
New Password BriGepute HOBBII TTaposib (10 yMordanuio «adminy)

Confirm Password [ToBTOpHTE HOBBII MAPOIH

Apply Hasxmure «Apply» 11st akTHBaIMi KOHPHUTYpaIid
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SYMANITRON| W80 / SWh-62 ceps

PYKO BOACTBO MO 3KCNAyaTauuu

5.1.4.3. Hacrpoiiku IP

Br1 Mmoxxete ckoHdurypupoBath HacTpoiiku I[P 1 DHCP-knuenTa B pa3aene nactpoek IP.

IP Setting
DHCP Client : [Disable v

IP Address  (192.1658.10.1
Subnet Mask 2552552550

Gateway 19216810254
DNS1 0.00.0
DNS2 0.00.0

Apply || Help

Untepodeiic Hactpoek IP

Tabnuua ¢ onrcaHueM KOMaH I Py Ha3HAYCHUH U U3MEHEHUH HacTpoek |P:

DHCP-kauent CayuT 17151 BKIFoYeHus uin oTkiaroueHus Gpyaxkuun DHCP knuenTa.
Korna ¢pyskmms DHCP knnenTa BKirroueHa, KOMMYTaTOpy OyIeT
npucBoeH [P-anpec ¢ cepsepa cetu DHCP. IP-aapec mo ymomrganuro
Oynet 3ameHeH Ha [P-anpec, HazHadeHHBIH cepBepoM cet DHCP. Tlocre
Haxatus KHONKH "[IpuMeHuTs", B IMaI0oroBoM OKHE 0TOOpa3uTCs
BCIUIBIBarOLIee yBeaoMiIeHnE 0 ToM, korga DHCP kineHT BKIIOYEH.
Texymutii [P Oynet morepsiH, v BbI JOIDKHBI Oy/1eTe HAWTH HOBBIH

IP-anpec Ha cepsepe DHCP

IP Address Hasnauste IP-anpec, koTopslii ucrons3yercs B ceTd. Ecnu GpyHkuums
DHCP-knuenTa BKITFOUEHA, TO BaM He HYKHO OyneT HazHavath [P-anpec.
CereBoii cepsep DHCP npucsout IP-anpec kommyTaropy, 1 OH Oyzer

0oTOOpaxkaTbcs B 3TOH KoJoHKe. [P-anpec mo ymomuanuio 192.168.10.1

Subnet Mask Ha3naubte Macky mojaceru juist [P-anpeca. Eciu dyHKkims

DHCP-knueHTa akTHBHA, BaM HE HY>KHO Ha3Ha4aTh MacKy ITOJICETH.

Gateway HasnaubTte cereBoil 103 a1t koMMmyTaTtopa. 113 nmo ymonuanuto
192.168.10.254

DNS1 Haznauste ocaoBHOM DNS [P-agpec

DNS2 Haznauste momomautenbubiiit DNS [P-anpec

Apply Haxxmute «Apply» /Ui akTHBaIluM KOHPHUTYparuu
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5.1.4.4. HacTpoiiku BpeMeHH

SWM-80 / SWM-62 cepuu
PYKOBOACTBO MO 3KCMayaTaumm

Ota cTpaHuia noka3eiBaeT nHpopMalrio o HacTpoiikax SNTP 1 cucTeMHBIX 4acoB.

CucrtemMHble Yacbl
Time Setting

System Clock

System Clock
System Date
rYY/MM/DD)
System Time
(hh:mm:ss)

| Apply || SetClock From PC |

01.01.1970, 17:36:58

|/ Mayr|/ 26"

1|53 $31

ITapamerp Onucanne

System Clock

B nannoM nose oroOpaxaeTcs TeKyliee CHCTeMHOe BpeMst. JlaHHbIe
napaMeTpbl MOTYT ObITh Ha3HAYEHbI BPYUHYIO WK ¢ momo1ubio SNTP-

cepBepa

System Data

Hacrpoiika roma, mecsima u nus B cucteMHbix acax (I'TTT/MM/M).
Tox: 2006-2015, mecsu: Sus.-Iek., neus: 1-31(28)

System Time Hacrpoiika yaca, MUHYT 1 CEKyH]T B CHCTEMHBIX Yacax (14/mm/cc). Yachr:
0-24, munyTsr: 0-59, cexynas: 0-59
Apply Haxxmure «Apply» U1 akTUBauuy KOH(QUTypayuu

Set Clock From PC

CHHXPOHHU3UPOBATH BPEMsI KOMMYTAaTOpa CO BPEMEHEM YIPaBIISIOLIETO

KOMITBIOTEpA

SNTP

Hactpoiiku SNTP (Simple Network Time Protocol) mo3BoisitoT CHHXPOHU3UPOBATH

BpeMsl KOMMYTaTopa co BpeMeHeM B IHTepHeTe.
SNTP Client :[Disable v

UTC Timezone
SNTP Server Address 0.000

Daylight Saving Time :[Disable v

Daylight Saving Period ~VWay V(26 7] [08 »

Daylight Saving Offset 0
Apply || Help

Wnrepdeiic Hactpoek SNTP

v |/ [May v |/[26 v | [08 v |~

(GMT)Greenwich Mean Time: Dublin, Edinburgh, Lisbon, London »
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Tabnuua ¢ onrcanueM napameTpoB HacTpoiiku SNTP:

ITapamerp Onucanne

SNTP Client Brutouenne uinn otkmtoueHue GyHkuua SNTP it nomydeHus: BpeMeH!

ot SNTP-cepBepa.

UTC Timezone YcTaHaBnMBaeT YacoBOH MOSIC Ui KOMMYTaTOPA.
SNTP Sever IP VYcranasnusaet [P-anpec SNTP-cepsepa
Address

Daylight Saving Time | Korna ¢pynkuus nepexoja Ha jieTHee BpeMsl BKIIOUYEHa, BaM HEOOXOJHMMO

HAaCTpOUTH NEPHUOJ NTEPEXoJa Ha JICTHEC BPEMA

Daylight Saving YcranaBnuBaeT BpeMs Hayalla ¥ OKOHYaHUs JieTHero BpemeHu. Oba
Period 3HAYCHHSI MOTYT MEHSTHCS KaXIbIi TOJ1
Daylight Saving YcranaBnuBaeT BpeMsi OKOHYAHHSI JIETHETO BPEMEHHU
Offset
Apply Haxxmure «Apply» aist akTHBaIlIMK HACTPOCK
PTP-knueHT

Precision Time Protocol (PTP) mpexacraBmser co0oil MpOTOKOJ Tepenadyd BpPEMEHH,
onpenenenuwnii B cragnapre IEEE 1588-2002, koTOphIii TO3BOJISET HOCTHTaTh TOYHON
cUHXpoHM3amu cereil (Hanpumep, Ethernet). TouHOCTh B HAHOCEKYHTHOM JHANa30HE C
ATHM TPOTOKOJIOM MOJKET OBITh JOCTUTHYTA MPH MCIOJIH30BAHWUHU ANIapaTHBIX CPEICTB

TCHCpalnu BpCMCHHBIX METOK.

PTP Client :

IMapamertp Onucanue

PTP-kaueHT Brutouenne (Enable) / Otkmodenue (Disable) PTP-knuenra
Apply Haxxmure «Apply» 1uist akTHBanum HaCTPOCK
5.1.4.5. LLDP

Oynaknus LLDP (Link Layer Discovery Protocol) mo3Bosisier kommyTatopy nepeaaBaTh
CBOIO MH(OPMAILMIO JIPYTUM y3J1aM B CETH W XpaHUTh HH(OpMAIuio, KOTOPYI OH

0OHApYKHUIL.
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LLDP

LLDP Protocol: | Enable v
LLDP Interval: 30 sec

Sync Time: Disable »
Apply || Help
Neighbor Info Table

Port System Mame MAC Address IP Address
Port.01  19660A  44-1E-A1-90-75-80 192.168.2.10

WuTepdeiic mHactpoek LLDP
Tabnuua ¢ onrcanuem napameTpoB HacTpoiku LLDP:

IMapamertp ‘ Onucanue
LLDP Protocol Bxutouenue nim otkirouenue ¢pynkuun LLDP
LLDP Interval Wutepsan nosTopHoii otiipaBku aiust LLDP (o ymouanuto 30
CEKYHJT)
Sync Time Bxutouenue / Beikimouenne QyHKIMA CHHXPOHU3AIMHA BpEeMEHH

nepenayn kaapos LLDP

Apply Haxxmure «Apply» mis akTHBaIuy HaCTPOCK

Neighbor info table [TocMoTpeTh HHPOPMAIIHMIO O COCETHEM YCTPOHCTBE

5.1.4.6. ABTOMaTn4ecKkoe 00HOBJICHHE

ABTOMaTH4eckoe 00ecreyeHne MO3BOIIEeT ABTOMATHYECKH OOHOBIATH BCTPOECHHOE
nporpaMMHOe obecriedueHrne kommyratopa (Firmware). Bel MoxkeTe HOMECTUTh TPOILITHBKY
win ¢aiin konpuryparmun Ha TFTP-cepsep. Ilpu nepesarpyske kommyTaropa, oH OyIer
OOHOBIIATHCST aBTOMaTHyecku. [lepen oOHOBIEeHUEM ybenutech, 4to Baml cepBep TFTP

TOTOB, 2 Ha HEM €CTh 00pa3 MPOIIMBKY U (ailil KOH(UTYpAITHH.

Auto Provision

Auto Install Configuration file from TFTP server?
TFTP Server IP Address 192.168.10.66

Cenfiguration File Name data.bin

Auto Install Firmware image file from TFTP server?
TFTP Server IP Address 192.168.10.66

Firmware File Name image.bin

Apply || Help

Wutepdeiic aBToMaTHueCKOro 0OHOBICHUS
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5.1.4.7. Pe3epBHOE KONMPOBAHHE U BOCCTAHOBJIEHUE
Bs1 moxere coxpanuth Tekyee 3HadeHue EEPROM kommyrtaropa Ha TFTP cepsepe, a
3aTeM MepelTH K CTpaHulle BoccTaHOBIeHUs koHpurypanuu Ha TFTP cepBepe, 4ToObI

BoccTa”HOoBUTH 3HaueHne EEPROM.

Backup Configuration
To TFTP Server

TFTP Server IP Address |192.168.10.66 |
Backup File Name |data.t|in |

Wurepdeiic pe3epBHOrO KOMMPOBaHUS

Ta6JII/IHa C OITMCAaHUEM ITapaMETPOB PE3CPBHOI'O0 KOMMMPOBAHUA:

ITapameTtp Onucanne

TFTP Server IP Address | Beenute [P-anpec TFTP-cepsepa

Backup File Name Benute umst (aiina 11t coxpaHeHUs! KOHQUTYpaIUn

Backup Haxxmure «Restorey st BEIMOIHEHHST PE3EPBHOTO KOITMPOBAHHS

Restore Configuration
From TFTP Server

TFTP Server IP Address 192.168.10.66 |
Restore File Name |data.bin |

| Festore || Help |

Wntepdeiic pe3epBHOr0 BOCCTaHOBICHHUS

Ta6Jmua C OIIMCaHHUEM MMapaMEeTPOB PE3CPBHOIO BOCCTAHOBIICHUA

ITapameTtp Onucanne

TFTP Server IP Address | Beeaute IP-anpec TFTP-cepsepa

Restore File Name BBeaute nms ¢aiina ¢ pe3epBHON KONHMEH TaHHBIX

Restore Haxkxmure «Restorey st BoccTaHOBIEHUS! KOHGUTYpaluu
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5.1.4.8. O6HoB1eHue BeTpoeHHOro [TO
OOHOBNIEHUE BCTPOEHHOTO MPOTPAaMMHOIO  OOecreyeHHs MO3BOJIIET OOHOBUTH

BCTPOEHHOE MpOorpaMMHoe obecrieueHrne kommyraropa. [lepen oOHoBiIeHHEM yoeauTecs,

yto Bamr cepBep TFTP roros u 06pa3 npommBku Haxoautcs Ha cepepe TFTP.

Upgrade Firmware
From TFTP Server

TFTP Server IP 192.168.10.66

Firmware File Name image.bin

Upgrade || Help |

Wnrepdeiic oonoBnenus scrpoenHoro [10

5.1.5. KojabueBoe pe3epBupoBaHue

5.1.5.1. Sy-Ring
Sy-Ring siBisieTcss caMbIM IPOU3BOIUTEIBHBIM KOJIBIIOM B MUpPE. BpeMsi BoccTaHOBIICHUS
Sy-Ring cocraBisger menee 10 Mc. DTO MOMOraeT yMEHBIIUTh PUCK MOJYYEHUS
HNOBPEXXJCHUH, BBI3BAHHBIX U3MEHEHHEM TOIOJIOTMHU ceTH. Sy-Ring mopnepxkuBaer Tpu

KousibLieBble Tonosoruu: Sy-Ring, Coupling Ring u Dual Homing.

Sy-Ring
' Redundant Ring Coupling Ring Dual Homing
&
Ring Master Disable v | Coupling Port Port03 v | Homing Port | Pori05 v

ist Ring Port | Port01 v |
2nd Ring Port | Port02 v |

|'App|y H Help |

Hurepdeiic Sy-Ring

Tabnuua ¢ onrcaHueM HACTPOEK MapaMeTPOB KOJIBIIEBOIO pe3epPBUPOBAHUS:

ITapamerp Onucanne
Redundant Ring Bxirouenune pexuma Sy-Ring
Enable Ring Master B koublie 1omkeH OBITH OJIMH U TOJNBKO oauH Mactep. OHaKo eciu
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ecTh JIBa WK Oojiee KOMMyTaTopa, y KOTOpbIX BKIoueH Sy-Ring
Master, paxTraeckum Mactepom Oy/IeT yCTPOMCTBO ¢ HANMEHBIITUM

MAC-anpecoM, a octasibHbIe OyTyT pe3epBHBIMUA MacTepamHu.

1st Ring Port OCHOBHO# MOPT, KOTJa KOMMYTaTOp HaXOJUTCs B pexxume Sy-Ring
Master

2nd Ring Port Pe3epBHbIi TOPT, KOTIa KOMMYTaTOp HaXOAUTCS B pexknme Sy-Ring
Master

Coupling Ring Bxutouenue pexkxuma Coupling Ring. JlaHHBIN pekUM MOKET OBITh

HCIIOJIB30BAaH, YTOOBI pa3aciuTb 0OJIBIIIOE KOJIBIIO Ha JIBa MCHBIIINX
KoOJib1la, YTOOBI IIpru UBMCHCHUU TOIIOJIOTUH CCTH n30eKaTh
HOCJ'IeI[CTBI/Iﬁ Ha BCEX KOMMYTATOpax. 910 XOpouee MpUuIOKECHUC

JUTSI COSTUHEHUS ABYX KOJIeIl.

Coupling Port CBs13b ¢ YIPaBISIOIUM OPTOM KOMMYTaTOpa B TOM XK€ KOJIbIIE.
[MopT yrpaBiaeHHsT KCIOIB3YETCsI IS TIEPEAAUH YIPaBIISIOIINX

CHUT'HAJIOB

Dual Homing Bxutouennue pexxuma Dual Homing. [Tpu BeiGope pexunma Dual
Homing kommyTatopsl B komblie Sy-Ring coemuHsIOTCS C
OOBIYHBIMH KOMMYTATOpPaMH yepe3 aBe JTuHuM cBsizu RSTP (wamp.,
MarucTpajibHble KOMMYTaTopbl). O0e TMHUU paboTaIOT B PEIKUME
AKTHUBHOTO / TACCUBHOT'O KOITMPOBAHUS, M KaXK]IIi KOMMYTAaTOp U3
konbla Sy-Ring coeanHeH ¢ OOBIYHBIMA KOMMYTAaTOPaMH B PEKUME
RSTP

Apply Haxxmure «Apply» 1ist akTHBaIIMK HACTPOCK

: MBI He pekoMeHAyeM BaM YCTAHABJMBATH OJWH M TOT ’Ke KOMMYTATOP B KadecTBe

Mactepa u B koab10 Coupling Ring oqHoBpeMeHHO M3-3a 00JILII0IT HATPY3KH HA YCTPOIiCTBO.

5.1.5.2. All-Ring

Texnonorust All-Ring MoxxeT ObITh IpUMEHEHA 7151 pabOTHI B MPONPUETAPHBIX KOJIbLAX
apyrux mnpousBoauteneil. Takum o00pa3oMm, Bbl MOXeTe€ JO0aBUTh KOMMYTAaTOPBI
Symanitron B ceTh, NMOCTPOEHHYIO C IOMOIIBIO JPYroil KOJBIEBOM TEXHOJOTMH U
BkIounTh All-Ring /s B3ammopneicTBus ¢ ynpaBisieMbIMH KOMMYTAaTOpaMH JpYTUX

INOCTAaBIINKOB.
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All-Ring

' Enable
Vender Mo v

15t Ring Port
2nd Ring Port

Wurepdeiic All-Ring

ITapamerp Onucanne

Enable Brurouenne ¢ynkimu All-Ring

Vender Bribepute uMst pOU3BOAUTEIS, B KOJIBIIE KOTOPOTO OyAeT paboTath
KOMMYTaTop

1st Ring Port Bribepure mopT, KOTOPBIH OyAET MOAKIIOYEH K KOJIbILY

2nd Ring Port Bribepure mopT, KOTOPBIH OyAET MOAKIIOYEH K KOJIbILY

[Tpumenenue All-Ring nokazano Huxe.

I\

KommyTatop KommyTatopel
Symanitron Apyroro
npoussoanTena
Coenunenne All-Ring
5.15.3. RSTP

Rapid Spanning Tree Protocol (RSTP) mpeacraBmsier coboi 3BOJIONUI0 TPOTOKOIA
Spanning Tree Protocol (STP). Ou obecrieunBaet 6osiee ObICTPYIO 1O cpaBHeHUtO ¢ STP
CXOJMMOCTh TOCJIe M3MEeHEeHMs Torosioruu. CucremMa TakKe MOJAEpPKUBAET MPOTOKOI
STP u aBTOMaTHuecKkd OOHAPYXHT IOJKIIOYEHHOE YCTPOMCTBO, KOTOpPOE paboTaeT o

STP umu RSTP npoTtokomy.
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Hacrpoiika RSTP
Bbl MokeTe BKIIOUMTH/BHIKIIOUUTH (PyHKIMIO RSTP, M ycTaHOBUTH mapameTpbl st

KaXKa0ro mnopra.

RSTP Setting
RSTP Mode:|Disable v
Bridge Setting

Pricrity (0-61440) 32768
Max Age Time(6-40) 20
Hello Time (1-10) 2

Forward Delay Time (4-30) 15

WuTepodeiic nactpoek RSTP

Tabnuie ¢ onrcaHueM MapaMeTpoB HACTPONKHU peskuMoB RSTP:

IMapamertp ‘ Onucanue
RSTP mode AxruBarus pexnma RSTP
Priority (0-61440) 3HaueHue, UCTIOIb3yeMOe TSl HACHTH(HUKAIIMA OCHOBHOTO MOCTA.

MocCT ¢ HAaUMEHBIIIUM 3HAYCHUEM UMEET HAWBBICIIHI PUOPUTET, U
BBIOpaH B Ka4eCTBE OCHOBHOTO. [Ipy M3MeHEHUN 3HAYCHUS
HE00X0IUMO TIepe3arpy3uTh KOMMYTATOp. 3HAYCHHUE JOJDKHO OBITh

kpatHo 4096 B COOTBETCTBUU CO CTAHJAPTHBIM MMPABUIIOM IIPOTOKOJIA

Max Age Time (6-40) KonmdecTBoO cekyH1, KOTOpPOE MOCT OKMIaeT Oe3 mpremMa
cooOmenuit koupurypamun STP, npexie ueM HayaTh MOTBITKY

pexoHurypanuu. Beenute 3Hadenue ot 6 go 40.

Hello Time (1-10) Bpemsi, KoTopoe KOMMYTaTOp KOHTPOJUPYET OTIPABJICHHBIN MAKET
BPDU nns nmpoBepku Texyiiero cocrosiaust RSTP. Beenure

3nayenue ot 1 g0 10

Forwarding Delay Time | Uwucio cekyHI1, KOTOPOE MOPT JKAET Mepe] M3MEHEHHEM CBOETO

(4-30) COCTOSIHUS U3yUueHHs U npociymuBanus RSTP B cocTosHue

nepecbulky. Beenute 3Hauenue ot 4 1o 30.

[Ipumveuanue: cieqyiiTe mpaBuiaMm koHpurypanuu max age time, hello time u forwarding delay time.

2 x (Forward Delay Time value —1) > = Max Age value >= 2 x (Hello Time value +1)
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RSTP Information
Root Bridge Information

Eridge ID M/a
Root Priority N/A
Root Port N/A
Root Path Cost MN/A
Max Age Time N/A
Hello Time M/a

Forward Delay Time M/4&

Port Setting
Path Cost(0:autoe, Pricrity

Port No. Enable 1-200000000)  (0-240) pz2p Edge
Port.O1 (enable v | |0 128 auto v ([true v
Port.02 ( enable v | |0 128 auto v ([true v
Port.03 ( enable v | |0 128 auto v ([true v
Port.0< ( enable v | |0 128 auto v ([true v
Port.05 | enable v | |0 128 auto v ([true v
Port.0& | enable v | |0 128 auto v ([true v
Port.0F | enable v | |0 128 auto v ([true v
Port.08 ( enable » | |0 128 auto ¥ ([true

Apply || Help
IMapamertp Onucanue

Enable Bxutouenue (Enable) wiu Beikmodenue (Disable) pexxuma RSTP Ha

KOHKPETHOM TIOPTY

Path Cost (1-200000000) | CToumMoCTb IyTH K IPyrOMY MOCTY OT JIaHHOTO TIEPEAaI0IIero MocTa

JUTS yKa3aHHOTO ropTa. Beeaure uncio ot 1 g0 200000000.

Priority (0-240) Ykaxute, Kakoi MOPT JOIKEH OBITh MPHOPUTETHO 3a0JIOKMPOBAH B
JokanpHOM cetn. BBegure uncno ot 0 1o 240. 3naueHne npuopuTeTa

JIOJI’KHO OBITh KpaTHO 16

P2P HexoTtopsie cocTosiHHS OBICTPOH MEPECHIIKH, JOCTYITHBIE B PaMKaX
RSTP, 3aBucAT OT TOr0, MOAKIIOYEH JIU TIOPT TOIBKO K APYTOMY
MocCTy (T.€. 00CITy’)KUBaeTCsl CETMEHTOM Touka-Touka LAN), wim oH
MOJKET OBITh ITOJAKIIIOYCH K IBYM MJIHM 00Jiee MOCTOB (T.€.
obciryxuBaeTcst o0mumM cpeauM cermeHToM LAN). 510 mo3BoisieT
aJIMHHHACTPATOPY YIPaBIATH craTycoM P2P. 3nauenne «Truey
o3HauvaeT, uro P2P Bxmrouen. 3nauenue «False» o3nauaer, uro P2P

BKJIFOYCH.
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Edge [opT HanpsAMYIO MTOAKITIOYEH K KOHEYHBIM CTAHITUSAM, H
BO3MOKHOCTHh BOZHUKHOBEHUISI TIETIIH B CETH UCKITIOYeHa. UTOOBI

HACTpOHTH MOpT Kak nopT Edge, ycranoBute 3Hauenue « True»

Apply Haxxmure «Apply» i akTHBaIMu HaCTPOECK

5.1.5.4. MSTP

Multiple Spanning Tree Protocol (MSTP) siBnsiercst crangapTomM 6a30BOT0 MPOTOKOJIA 110
IEEE 802.1s. Ero HazHaueHue 3aKjII04aeTcsi B TOM, YTO Heckoabko ceted VLAN moxkeT
OBITH TIPEOOPA30BAHO C YMEHBIIIEHUEM UYHCIIA CBSI3€H TOIMOJIIOTUYECKOTO JIEPEeBa, TaK Kak
OOJBIIMHCTBY CeTeil He TpeOyeTcst OOMbIINe, YeM HECKOJIBKO JOTHYECKUX Tomojoruii. OH
NOJJIEPKUBAET CXeMY OaJaHCUPOBKU HAarpy3KU U «HArpyXkaeT» IpoLEeCcCOp MEHbILIE, YEM,

Hanpumep, PVST + (¢pupmennas rexnomnorus Cisco).

VLAN 100
VLAN 200
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MSTP Setting

MSTP Enable Disable v |
Force Version MSTP v
Configuration Name MSTP_SWITCH
Revision Level (0-65535) 0

Priority (0-61440) 32768

Max Age Time (6-40) 20

Hello Time (1-10) 2

Forward Delay Time (4-30) 115

Max Hops (1-40) 20

Priority must be a multiple of 4096.
2*(Forward Delay Time-1) should be greater than or equal to the Max Age.
The Max Age should be greater than or equal to 2*(Hello Time + 1).

| Apply |

UnTepodeiic nHactpoek MSTP

Tabnuua ¢ onrcanueM napameTpoB HacTpoiiku MSTP:

IMapamertp Onucanue

MSTP Enable BbI 10/mKHBI BKIIFOUNTH WK OTKIIOUNTH QyHKnuo MSTP nepen

HACTPOMKOHW COOTBETCTBYIOIIMX APaMETPOB.

Force Version IMapamerp Force Version MOXeT ObITh UCIIOIB30BAH JJIsl TOT'O, YTOOBI
3actaButh VLAN Bridge, nognepxusaromuii RSTP, paborats B

STP-coBMecTHMOM peKHUME.

Configuration Name | OmunakoBbie o0mactd MST TODKHBI UMETh OJIMHAKOBOE UMSI

KoHurypamun MST

Revision Level Opnunakosble 001actd MST n0KHBI IMETh OIMHAKOBBIE YPOBHU
(0-65535) MIPOBEPKH
Priority (0-61440) 3HavYeHue, UCTIONB3YeMOe ISl HIIEHTU(UKAIIMA OCHOBHOTO MOcTa. MocT

C HaMEHBIITNM 3HAaUYeHUEM NMEET HauBBICIITUMN MPUOPUTET, U BBI6paH B
Ka4yeCTBE€ OCHOBHOTI'O. HpI/I N3MCHCHHUU 3HAYCHUA HeO6XOIII/IMO
repe3arpy3uTbh KOMMYTaTop. 3HaYeHUE JODKHO ObITh KpaTHO 4096 B

COOTBETCTBUHU CO CTAHAAPTHBIM IIPABHUJIOM ITPOTOKOJIA.

Max age time (6-40) | KonuuecTBo cekyHJI, KOTOpOE MOCT OKHJaeT 0e3 mprueMa cooOIIeHHH
koHurypanuu STP, npex/ie 4eM HayaTh MONBITKY peKOH(UTYypaIiH.

BBenure 3Hauenue ot 6 1o 40.

Hello time Bpewmsi, koTopoe KOMMYTaTOp KOHTPOJIMPYET OTIIPABICHHBIN TTAKET
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BPDU mnst mpoBepku Texymiero cocrosiust RSTP. Beennre 3navenue ot

1 o 10
Forwarding delay Uwmcro ceKyHI, KOTOPOE MOPT KIET Mepel U3MEHEHHUEM CBOETO
time coCTOsTHUS U3y4eHus u npociaymuBanus RSTP B cocTosiHue nepecbuiki.

Bsenure 3nauenue ot 4 1o 30.

Max hops (1-40) OTOT mapameTp SBIAETCS TOMOTHUTENbHON XapaKTepUCTUKOMH,
ykazanHoi Juit RSTP. EnuHcTBeHHOE 3HaU€HNE OTHOCUTCS KO BCEM
csa3sm STP npotokona B npeaenax oomactu MST (CIST u Bce MSTI),

AJI1 KOTOPBIX MOCT ABJISICTCS OCHOBHBIM B o0macTu.

Apply Haxxmure «Apply» JJI1 aKTUBALlUK HaCTPOEK
MSTP Port
Port No. Priority ?f20c§;:]DDDD Admin Admin Admin
(0-240) 0:Auto) P2P Edge Non Stp
Port.01
Paort.02
Part.03 128 0 auto - frug false »
Part.04
Port.05 -
priority must be a multiple of 16
Wnrepdeiic nopra MSTP

Tabnuua c onvcaHueM napameTpoB HacTpoiiku nopra MSTP:

Port No. BribepuTe mopT, KOTOPBIN XOTUTE CKOH(DUTYPHUPOBATH

Priority (0-240) Pemmte, kakoit mopT A0KEeH OBITH MPUOPUTETHO 3a010KkupoBan B LAN.

Beeaure uncno ot 0 70 240. 3HaueHUE MPUOPUTETA TOJKHO OBITH KPATHO

16
Path Cost CTOMMOCTB IyTH K IPYTOMY MOCTY OT JaHHOTO MEPEAAFOIIET0 MOCTa ISt
(1-200000000) yKa3aHHOTO rmopTa. Beeaute urcio ot 1 go 200000000.
Admin P2P HexoTtopsie cocTostHMsI OBICTPO MEPECHUIKH, JOCTYIIHBIE B paMKax

RSTP, 3aBucAT 0T TOro, HOAKIIOYEH JIM HOPT TOJIBKO K APYTOMY MOCTY
(T.€. 00cmy)HMBaeTCs CErMEHTOM Touka-Touka LAN), uinu oH MokeT ObITh
MOJKIIOYEH K ABYM HJIH 00Jiee MOCTOB (T.€. 00CIyKHBAETCsl O0IHIM
cpenauM cermeHToM LAN). DT0o 03BOJISIET aAMUHUCTPATOPY YIPABIATH

cratycoM P2P. 3nauenue «True» o3Havaer, uto P2P BritoueH. 3HaueHue

«False» o3nauaet, uto P2P BkiIOUEH.
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Admin Edge [MopTt HanPsAMYIO MOJKITIOYEH K KOHEYHBIM CTaHIHSAM, U BO3MOKHOCTD
BO3HUKHOBCHHUSI TIETIIN B CETH CKIIF0YeHa. UTOOBI HACTPOHTH TIOPT KaK

nmopt Edge, yctanoBute 3Hauenue «Truey

Admin Non STP [opt BrItOo4aeT B ceds Mmaremarndeckuid pacuet STP. 3nauenue «Truey
HE BKJIIOYAaeT MaTeMaTHIeCKuil pacyeT. 3HaueHue «False» Brimrouaer

MaTeMaTU4YeCKHUMN pacyuceT.

Apply Haxxwmute «IIpuHATH» AN aKTUBALIMKM HACTPOEK

MSTP Instance

Priority
Instance State VLANs (0-61440)
I Enable ¥ 1-4084 32768
Priority must be a multiple of 4096.
Apply

Wnrepdeiic nHactpoiiku MSTP Instance

Tabnuua c onucanuem napameTpos HacTpoiiku MSTP Instance:

ITapamerp Onucanne

Instance Bri6epute 3Hauenue Instsnce ot 1 mo 15

State BrurounTe uiu Beikirounte Instsnce.

VLANSs Bribepure VLAN, xotopas Oyzaer Instsnce.

Priority (0-61440) 3HavyeHue, UCTIONB3yeMOe ISl HIIEHTU(UKAIIMA OCHOBHOT'O MOcTa. MocT

C HAMMEHBIIUM 3HAUCHUEM UMEET HAaUBBICIIUI PUOPUTET, M BLIOPaAH B
KauyeCTBE OCHOBHOTO. [Ipy M3MEHEHUH 3HAUCHUST HEOOXO0IUMO
nepe3arpy3utbh KOMMyTaTop. 3HaUeHUE JO/DKHO ObITh KpaTHO 4096 B

COOTBETCTBUU CO CTAHAAPTHBIM IIPAaBHUJIOM ITPOTOKOJIA.

Apply Haxxmure «Apply» 1uist akTHBanum HaCTpoeK

MSTP Instance Port

Instance:|cisT v

Port Priority Path Cost
(0-240) (1-200000000, 0:Auto)
Fart.01
Port.02
Faort.03 128 0
Faort.04
Fort.05 -

Priority must be a multiple of 16
Apply

Wnrepdeiic nopra MSTP Instsnce Port
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Tabnuua c onrcanueM napameTpoB HacTpoiiku mopra MSTP Instance Port:

IMapamertp Onucanue

Instance Hactpouts naopmanuio Instsnce uckmouas CIST
Port Bribepure mopT 11 KOHPUTYpauK
Priority (0-240) 3HavyeHue, UCTIONB3yeMOoe ISl HISHTU(UKAILIMA OCHOBHOTO MOcTa. MocT

C HAMMECHBIITUM 3HAYCHUEM UMEET HauBBICIITUI MPUOPHUTET, U BEIOPaH B
Ka4yeCTBe OCHOBHOTO. [Ipy M3MEeHEHNH 3HAUYCHUST HEOOXO0IUMO
nepe3arpy3uTh KOMMYTaTOp. 3HaYCHHUE JOIDKHO ObITH KpaTHO 4096 B

COOTBCTCTBUHU CO CTAHAAPTHBIM IIPABHUIJIOM IIPOTOKOJIA.

Path Cost CTOMMOCTB ITyTH K IPYTrOMY MOCTY OT JJaHHOTO TI€PEIAIOIIEro MOCTa JUIst
(1-200000000) yKazaHHOTO rmopTa. Beeaute uucio ot 1 go 200000000.
Apply Hasxmure «Apply» mist akTHBAIIMK HACTPOEK

5.1.6. I'pynnoBasi pacchblika
5.1.6.1. IGMP Snooping
Internet Group Management Protocol (IGMP) wucnons3yercs IP xoctamm ams
PETUCTPALIMK MX YICHCTBA B Irpynne MHoroaapecHoi pacceuiku. IGMP umeer 3 Bepcun:
vl, v2 u v3. Jlns nonydeHus JONOJIHUTENbHON nHpOopMalny, moxanyicra, 00paTUTECh K
RFC 1112, 2236 u 3376. IGMP Snooping yaydiiaer MNpoOH3BOAUTEIBHOCTh CETeil,
KOTOPbIE HCIOJNB3YIOT MHOroagpecHblii Tpaduk. OTo obecrneunBaeT BO3MOXKHOCTb
COKpAIllEHUs] MHOT0aJIpeCHOr0 Tpaduka, 3a CUET €ro NepeMerIeHus TOJIbKO B T€ KOHEUHbIE
NYHKTHl Ha3HAYEHMsI, KOTOPBIM TpeOyeTcs nepeaars MHGpOpMaIuio, 1 yMeHbIIaeT 00beM

Tpaduka no jgokanbHOI cetn Ethernet

IGMP Snooping
IGMP Snooping :|Disable v
IGMP Query Mode:|Disable v

Apply || Help

Wurepdeiic Hactpoiiku IGMP Snooping
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IGMP Snooping Table

IP Address

-

Tabnuna ¢ onucanueM napamerpoB HacTpoiiku IGMP Snooping:

VLAN ID

Member Port

SWM-80 / SWM-62 cepuu
PYKOBOACTBO MO 3KCMayaTaumm

ITapamerp ‘ Onucanne

IGMP Snooping Table [TokaspIBaeT TEKYIIMI CIIMCOK IPYIIOBOH pacchliky [P

IGMP Snooping Bxkirouenne/otkmouerne IGMP Snooping

IGMP Query Mode Onpenenser, 0yaeT a1 kommyTtaTop IGMP-uHTEpBBRIOCPOM MM HET. B
npuioxkeHuu IGMP MoxeT cymiecTBoBaTh TOJIBKO OIMH
IGMP-unTepBEioep. Pexxum "ABT0" 03HaYaeT, YTO HHTEPBBIOED
ABJIsIeTCs obnaaTeneM camoro Hu3koro IP-anpeca.

Apply Haxxmure «Apply» i akTHBaIuy HaCTPOCK

5.1.6.2. MVR

O®yukuuss MVR nosBossier pasnuyHbiM mosib3oBareasiM VLAN momydarh MakeTbl

rpynnoBoit pacceuiku VLAN B pexxume MVR.

MVR

Apply

MVR Mode: |Disable v
MVR VLAN: 1
Port Type Immediate Leave
Port.01 Inactive
Port.02 Inactive
Port.03 Inactive
Port.04 Inactive -
Port.05 Inactive
Port.06 Inactive
Port.07 Inactive
Port.08 Inactive
G1 Inactive
G2 Inactive

Wnrepdeiic HacTpoiiku MVR
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Tabnuua ¢ onrcanueM napameTpos HacTpoiiku MVR:

ITapamerp Onucanne
MVR Mode Bxmrouenne nim oTkiarodeHne pexuma MVR
MVR VLAN Hactpoiika MVR VLAN
Type VYcraHOBKa THIIA TOPTA B PEKUMBI: HEAKTHBHBIH / TIPHEM / UCTOYHUK
Immediate leave Paspemmth wnum 3anperuts GpyHknuo Immediate leave (MraoBeHHOE
OTKJTFOUEHUE)

5.1.6.3. ®uuabTpanus craTu4deckoii rpynmnopoii paccsuiku (Multicast)

@uibpTpanys CTATUHYECKOW I'PYIIIOBOM PACCBUIKM - 3TO CHCTEMA, ¢ IOMOIIBIO KOTOPOU
KOHEYHBIE CTAHIIMU MOTYT TOJIBKO IPHHUMATH TPapUK, €CIIM OHU PETHCTPUPYIOTCS, YTOOBI
NPUCOCTUHHUTHCS K KOHKPETHOW MHOroaapecHoi rpynme. C MmoMOmblo (UIbTpaluu
IIMPOKOBEIIATEIILHOTO  TpaduKa, CETEBBIE  YCTPOMCTBA  TOJBKO  OTHPABISIOT
MHOTOQIPECHBI TpauK K IMOpTaM, KOTOPHIC MOAKIIOYEHBI K 3apeTrHCTPHPOBAHHBIM

KOHCYHBIM CTaHIIUSAM.

Multicast Filtering

IP Address

I Port.01 W Port.02 " Port.03 L Port.04
Member Ports || port.05 |/ Port.06 | Port.07 L) Port.08
| IG] | IGZ

| Add || Delete || Help |

Multicast Filtering List
IP Address __ Member Ports

F

Wurepdeiic nactpoiiku Multicast Filtering
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Tabnuua c onrcanueM napameTpos HacTpoiiku Multicast Filtering:

ITapamerp
IP Address

Onucanue

Haznauenue IP-anpeca rpynnsl MHOroapecHoi paccsuiku [P-anpeca
B nuanaszone 224.0.0.0 ~ 239.255.255.255

Member Ports

MHOT" oaz[peCHoﬁ PACCBUIKH.

VYcraHoBute (bﬂa)KKI/I paaoM C HOMEpaMu IMOPTOB, YTOOBI BKIIFOUUTH UX

B KaUCCTBC MMOPTOB-YyYaCTHHUKOB B IP-a,upec KOHKpCTHOﬁ TpyIIbl

Add

[Tokazate Tekyuuii ciucok MHoOroaapecHou IP-paccpuiku

Delete

V nanuTe 3anuch U3 TaOIULBI

5.1.7. Hacrpoiika nopToB

5.1.7.1. YnpaBienue nopramu

C IIOMOIIBIO 9TOU (bYHKI_[I/II/I Bbl MOXKETC HATPOUTL CTATYC, CKOpOCTB/TI/IH opra,

YIIpaBJICHUC ITOTOKOM U 0e30IMacHOCTh rnopra.

Port Control

Port Mo.  State

Speed/Duplex

Flow Control

Port.01 | Enable

v || AutoNegotiation

v || Symmetric

Port.02 | Enable

v || AutoNegotiation

v || Symmetric

Port.03 | Enable

v || AutoNegotiation

v || Symmetric

Port.04 | Enable

v || AutoNegotiation

v || Symmetric

Port.05 | Enable

v || AutoNegotiation

v || Symmetric

Port.06 | Enable

v || AutoNegotiation

v || Symmetric

Port.07 | Enable

v || AutoNegotiation

v || Symmetric

Port.08 | Enable

v || AutoNegotiation

v || Symmetric

Gl |Enable

v || AutoNegotiation

v || Symmetric

G2 |Enable

v || AutoNegotiation

v || Symmetric

Security
v || Disable v |
v || Disable v |
v || Disable v |
v || Disable v |
v || Disable v |
v || Disable v |
v || Disable v |
v || Disable v |
v || Disable v |
v || Disable v |

Wurepdeiic ynpasieHust noprom

Tabnuua ¢ onvcaHueM rnapaMeTpoB HaCTPOMKHU MOPTOB!

ITapamerp Onucanne

Port No. Howmep nopra jist HacTpoOHKU

State BrutoueHne/oTKII0UeHAE TIOpTa

Speed/Duplex BbI MOXeTe yCTaHOBUTH PEXKUM aBTOCOTIacoBanus, pexxumbl 100-full,
100-half, 10-full, 10-half

Flow Control IMoxaepxka CHMMETPUYHOTO M ACHMMETPUYHOTO PEKUMA YIIPABICHUSI
HOTOKOM, YTOOBI H30€KATh MOTEPH MTAKETOB MPH BO3ZHUKHOBEHHU
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neperpysku

Security

OyAyT OTKIIOHEHBI.

Bxumrouenue 6e3onacHOCTU opTa OTKIIOUUT nposepky MAC-anpecos
1T TOrO TopTa. TakuM 00pazoMm, epechuIaTbes OYAYT TOIBKO KaApHl,

MAC-aapeca KOTOpPBIX €CTh B CITUCKE 0€30IIaCHOCTH MOPTOB, OCTATbHBIC

Apply

Haxxmure «Apply» i akTHBaIMu HaCTPOCK

5.1.7.2. Craryc nopra

Crnenyromas nHGOpMAIUS TOKA3bIBAET COCTOSHUE TEKYIIETO MOPTa.
Port Status

Port Mo.

Port.01
Port.02
Port.03
Port.04
Port.05
Port.06
Port.07
Port.08
G1
G2

Type Link
100TX Down
100TX UP

100TX Down
100TX Down
100TX Down
100TX Down
100TX Down
100TX Down
SFP Down
SFP  Down

WnTtepdeiic craryca mopra

5.1.7.3. Orpanunyenne Tpauka

State Speed/Duplex Flow Control

Enable N/a
Enable 100 Full
Enable N/a
Enable M/A
Enable N/
Enable N/a
Enable M/A
Enable N/
Enable N/a
Enable N/a

MNSA
Disable
M/A
N/
N/A
M/A
N/
N/A
M/A
N/A

C MIOMOIIBIO ATOU (I)YHKI_[I/II/I Bbl MOXKETC OI'PaAHUYNUTDH Tpa(bI/IK BCCX MOPTOB, B TOM YHUCIIC

BCIIaHHA, MHOFO&)IpCCHBIﬁ U TIOTOKOBBIH OL[HO&,HpGCHBIfI. BEI Taxoke MoxkeTe YCTAaHOBHUTH

"Bxogsamuit" unn "Beixoasmmii" napameTpsl, 4TOObI OTpaHUYMTh TpaduK Ipuema HiIu

Nnepeaadun MOJOCHI ITPOIMYCKaHUA.

Rate Limit

Apply

Port Mo. Ingress Limit Frame Type Ingress

Port.01 | All
Port.02 | All
Port.03 | All
Port.04 | All
Port.05 | All
Port.06 | All
Port.07 | All
Port.08 | All
G1 All
G2 All

v

ol[ollollalao|al[aola| oo

v

Egress

kbps |0 kbps
kbps |0 kbps
kbps |0 kbps
kbps |0 kbps
kbps |0 kbps
kbps |0 kbps
kbps |0 kbps
kbps |0 kbps
kbps |0 kbps
kbps |0 kbps

Rate range is from 100 kbps to 102400 kbps (i.e. 100Mbps) for mega-ports,
or 256000 kbps (i.e. 250Mbps) for giga-ports. Zero means no limit.

Help

WnTepdeiic HacTpoek orpaHUYeHUs Tpaduka
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Tabnuua ¢ onrcaHueM napaMeTpoB HACTPOMKHU OrpaHHUYEHHs Tpaduka:

ITapamerp Onucanne

Ingress Limit Frame | Bl MmoxkeTe ycTaHoBUTH pexuM "Bee', "Tonbpko nepenaua”, "[lepenaya /

Type Mynbruaapecusiid” nnn "[lepenaya / MynstraapecHsiii / [I0TOKOBBIH
OJTHOAIPECHBIN"

Ingress [TopT KoMMyTaTOpa, MOTY4aIOLIHH TpapuK

Egress ITopt KoMMyTaTOpa, IepeaaroIIui Tpahuk

Apply Haxxmure «Apply» 11 akTHBaIlMU HACTPOCK

5.1.7.4. TpaHkoBbI€e MOPTHI

Tpaunkosblie noptsl - HacTpoiiku

Brer moxere BbIOpaTh cratmyeckwii TpaHk win 802.3ad LACP, uToObl 0O0BEeIUHHUTH

HECKOJIbKO (PM3UYECKUX KAHAJOB JIOTUYECKOH CBSI3W JUIS YBEJIWYEHHUS IPOIMYCKHOM

CIIOCOOHOCTH.

Port Trunk - Setting

Port Mo.
Port.01

Port.02
Port.03
Port.04
Port.05
Port.0G
Port.07
Port.08
G1
G2

Group ID

MNone
MNone
MNone
MNone
MNone
Mone
MNone
MNone
MNone

Mane

T

L

L

Type
Static »

Static v
Static =
Static v
Static v
Static -
Static v
Static v
Static v
Static =

802.3ad LACP Work Ports

Group ID Work Ports

Trunkl
Trunk2
Trunk3
Trunk4
Trunk5

max ¥

max ¥

max ¥

max ¥

max ¥

Wnrepdeiic HacTpoek TpaHKOBBIX IOPTOB
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Tabnuua ¢ onrcaHueM napaMeTpoB HACTPOUKH TPAHKOBBIX IOPTOB:

IMapametp ‘ Onucanue
Group ID Bribepute mopT 11 CO3JaHNST TPAHKOBOH TPYIIBI
Type [Monnepxka crarnyeckoro Tpanka u 802.3ad LACP
Work Port Bri6epute KOIHMYECTBO AKTUBHBIX TIOPTOB B JMHAMHYECKON TPYIIIE

(LACP). 3na4yeHue no yMOI4aHUIO pabounX MOPTOB SIBISETCS
MaKCHUMaJIbHBIM KOJIMYECTBOM IOPTOB AJis Tpynmbl. Eciu urcio He
SIBIISIETCSI MAKCUMAJIBHBIM KOJTMYECTBOM MOPTOB, paboTa Ipyrux
HEaKTHBHBIX MOPTOB B TUHAMUYECKOW TPyIIe OyAeT MPUOCTAHOBJICHA
(otcrytcTBue Tpaduka). [locie oTKIIOUeHHST aKTUBHOTO MOPTA,

pe3epBHBIﬁ NOPT aKTUBUPYETCA aBTOMATUUCCKU

Apply Haxxmure «Apply» i akTHBaImy HacTpOeK

Tpankosbie noprsl - Ctaryc

Port Trunk - Status

Group ID Trunk Member Type

Trunk 1 N/4& Static
Trunk 2 N/A Static
Trunk 3 N/A Static
Trunk 4 N/4 Static
Trunk 5 MN/A Static

Wurepdeiic craTyca TpaHKOBBIX IOPTOB

ITapamerp Onucanne

Group ID Howmep TpaHkoBO# rpymiibI
Trunk Member [NokazaTp HHGOPMALHIO O TPYIIIE TOPTOB
Type Wndopmanus o cOCTOSTHUN TpaHKa

5.1.8. VLAN

Bupryansnas nokanbnas cetb (VLAN) npeacraBiseTr co0oii JIOTHUECKYIO CETh, KOTOpas
OTpaHUYUBACT LIMPOKOBEIATEIbHBIN JTOMEH, KOTOPBIN I03BOJIAET U30JIUPOBATH CETEBOU
tpauk. Tonapko wieHsl VLAN OyayT mosydaTh TpapHuK OT OJHHX M T€X XK€ UJICHOB
VLAN. B npunnune, co3nanune VLAN oT komMmyTaropa JIOTUYECKHM SKBUBAJIECHTHO
IIOBTOPHOMY IOAKJIFOUEHHUIO I'PYIIILI CETEBBIX YCTPOUCTB K IPYroMy KOMMyTaTopy. Tem
HE MEHee, BCE CETEBbIE YCTPOMCTBA BCE €lIE IMOAKIIOYEHBI K OJHOMY KOMMYTATOPY

¢uznuecku. KomMmyTaTop mojiepKuBaeT 3Ty TEXHOJIOTHIO Ha ocHOBe MopToB U 802.1Q
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(tagged-based) VLAN. Koudwuryparuss mo ymoia4aHuio pexnma pabotsl VLAN
Haxoautes Ha "802.1Q".

5.1.8.1. Hacrpoiiku VLAN - IEEE 802.1Q

Tagged-based VLAN sBasiercs cnerudukanmeii crangapra IEEE 802.1Q, u mo3Bosier
CO3JaTh BUPTYAJIbHYIO JIOKAJIHYIO CETh JUIsl BCEX YCTPOMCTB OT pa3HbIX IPOU3BOAUTENIEH
kommyTtaTopoB. IEEE 802.1Q VLAN wucnosnp3yer TeXHHKY, 4TOOBI BCTaBUTh "METKU" B
kanpel Ethernet. Mertka coaepxut unentudukarop VLAN (VID), koTopslii yka3biBaeT
yucino VLAN.

Ber moxere co3gate VLAN Ha OCHOBE TEroB, a TaKXKe BKIIOUHUTh WIH OTKIIOYHTH
nporokoil GVRP. Ecte 256 VLAN rpynm, mis obecneueHus: kKoHurypanuu. Ilpu
BmoueHun 802.1Q VLAN Bce mnoprtel komMmyTtatopa mnpuHagiexar VLAN mno
ymonuanuio, VID paBno 1. 3Hauenus no ymonuanuto VLAN He MOTYT OBbITh yJ1aJI€HBI.
GVRP mno3BosiseT Npous3BOAUTH aBTOMATHYECKyl KoHpurypauuio VLAN wmexny
KOMMYTaTOpOM U y31aMu. Eciau KoMMyTaTOp MOAKIIIOUEH K YCTPOUCTBY C MOIAEPIKKOU
GVRP, Bbl MoxeTe otnpaButs 3anpoc GVRP ¢ nomompsio VID BUpTyanbHOM JTOKaJIbHON
CETH, ONpEICIICHHON Ha KOMMYTATOpe; KOMMYTAaTOp AaBTOMATUYECKH J00aBUT 3TO

YCTPOMCTBO K cymiecTBytomei cetu VLAN

VLAN Setting
VLAN Operation Mode :[ep212  ~

GVRP Mode :[Disable v

Management VLAN ID : o Apply
VLAN Configuration

Port Mo. Link Type Untagged VID Tagged VIDs
Port.01 |Access ¥ [

Port.02 |Access v

Port.03 |Access v

Port.04 | Access v

Port.05 |Access v

Port.06 |Access v

Port.07 |Access v

Port.08 |Access v

G1 Access v

G2 ArCCess v

Note: Use the comma to separate the multiple tagged VIDs.
E.g.. 2-4 6 means joining the Tagged VLAN 2, 3, 4 and 6.

Apply Help
Hacrpoiika VLAN — unrepoeiic 802.1Q
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Tabnuua ¢ onrcanuem napameTpos HacTpoiiku VLAN:

VLAN Operation Mode | Hactpoiika pabouero peskxuma VLAN: oTkmouenue, Port Base,
802.1Q
GVRP Mode Bxutouenue/otknrouenue pexxuma GVRP

Management VLAN ID Hactpoiika ganHoro nmapamerpa mpenocTaBisieT aAMUHUCTPATOPY
cetu 6e3onacHbli VLAN 1i1s ynpaBieHus: KoMMyTaTopoM. JlocTym K
KOMMYTaTOpy MOTYT MOJyYUTh TOIBKO YCTPOWCTBA, KOTOPHIE

Haxonarcs B cetu Management VLAN

Port Bri6op mopra nyis koHpuUrypanum

Link type CymectByer 3 THma JIMHKA!

Access Link: Tonbko 11 0HOro KOMMYTAaTopa, OPThI
O00BEIMHSAIOTCS YCTaHOBKOM onuHaKkoBoro VID.

Trunk Link: paciimpeHHbIii BApHAHT JJISI HECKOJIBKUX
KOMMYTaTOPOB, TAK)KE JIMHKU 00BETUHSIIOTCS 3aJaHUEM OJMHAKOBOTO
VID

Hybrid Link: ognoBpemenno Brmouenst Access Link u Trunk Link
Hybrid (QinQ) Link: sxmrouaercs pesxkum QinQ, 1aeM BO3MOKHOCTb
no0aBaTh oauH win 6onbiie T3roB VLAN B opuruHansabii VLAN
¢bpeiim.

Untagged VID VYcranoBute VLAN ID nopTa o yMoJ9aHHUIO JUI HETETUPOBAHHBIX

YCTPOMCTB, KOTOPBIE MOJKIIIOYAOTCS K TOPTY. Jlnana3oH 3HaYEHUN

cocrasiszeT ot 1 mo 4094

Tagged VIDs VYcranosute TerupoBanssie VID nmis nepeaaun pa3anyHbIX KaApoB

VLAN K n1pyromy KOMMyTaTopy

Apply Haxxmute «Apply» U1 akTHBaLlMM HACTPOEK

5.1.8.2. Hacrpoiika VLAN — Port Based (mo mopry)

[TakeTsl MOTYT IepenaBaTbcs TOJBKO CPEIAM WIEHOB OJHOW M ToH ke rpynmbsl VLAN.
VYurute, 4TO BCe HEBBIOPAHHbBIE IOPTHI PACCMATPUBAIOTCS KaK MPUHAIEKAINE K OJHOM
apyroii VLAN. Ecimu ¢ynkumus VLAN Port Based Britouena, termpoBanune VLAN

UTHOPHUPYETCS.
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VLAN Setting

VLAN Operation Mode :|FortBased |
Port Based VLAN List

FS

| Add || Edit || Delete || Help |

Kondurypamms VLAN — Port Base unrepdetic-1

Tabnuua ¢ onrcanuem napameTpoB HacTpoiiku VLAN:

IMapametp ‘ Onucanue
Add Haxxmure «Add» ai1s Bxoaa B untepdeiic rodasnenus VLAN
Edit PenaxtupoBanue cymectBytomero VLAN
Delete VY nanenue cymectByromero VLAN

VLAN Setting
VLAN Operation Mode :|PortBased |

Group Name| |

VLAN ID |:|

Fort01 . -~
Fort.02
Port.03
Fort.04
Fort.05

Fort.06
Fort.07
Fort.08
G1

G2

Kondurypammus VLAN
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Tabnuua ¢ onrcanuem napameTpos HacTpoiiku VLAN:

IMapametp ‘ Onucanue
Group Name Nmsa VLAN
VLAN ID VYxkaxure naearuduxarop VLAN
Add Bribepute mopT 11 npucoeanHenus K rpynmne VLAN
Remove Bribepute nopT uist ynanenus u3 rpymisl VLAN
Apply Haxxmure «Apply» mis akTuBamm HacTpoeK

5.1.9. Ilpuopure3auusi Tpaduka

[Ipuopuresanust Tpaduka BKIO4aeT B ceds 3 pexuma: port base, 802.1p/COS u
TOS/DSCP. C nmnomomipto (GyHKIUM TPHOPUTE3alUMU  Tpaduka, Bbl MOXKETE

KJIaCCU(UITUPOBATh TpadUK HA YETHIPE KIIacca ISl Pa3IMIHBIX CETEBBIX MPHIIOKECHUH.

5.1.9.1. HouTuka QO0S
Policy

QoS Mode : [Disable v |
QoS Policy :

IJse an 8,42 1 weighted fair queuing scheme
% |Use a strict priarity scheme

Wurepdeiic npuopuresanuu Tpadpuka

Tabnuua ¢ onvcaHueM napameTpoB HacTpoiiku QOS:
QOS Mode e Port base: mpuoputet BbIBOIA ONPEACIASTCS IO BXOJIHOMY ITOPTY
e COS only: npuopureT BBIBOa onpeaenseTcs Toiapko mo COS
e TOS only: mpropuTer BEIBOIA ONpeAEseTCs TOIBKO Mo TOS
o COS first: mpuoputer BeiBoa onpeaesiercs mo COS u TOS, Ho

cHavaya o COS
o TOS first: mpuopuret BeiBoga onpenensiercs mo COS u TOS, Ho

cHayana mo TOS

QOS policy e Hcronp30BaHUE CXEMBI B3BELMIEHHOM «CIPABEITUBOIN»
opranm3anus ouepenei 8,4,2,1: BBIXOqHBIC OUepeu Oy IyT
cienoBath pedTuHry 8:4:2:1 njis nepegauu MakeToB OT CaMOTO

BBICOKOI'O O CaMOI'0 HU3KOI'0 MpUOpUTETA. HaHpI/IMCp, 8 —
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BBICOKHI IPUOPHUTET MAKETOB, 4 — CPEAHUI IPHUOPUTET IIAKETOB, 2
— HU3KUM IPUOPUTET NAKETOB, U 1 — HU3IINHI IPUOPUTET AKETOB B
OJITHOM CEaHCe MepeaadH.

e llcnonp3oBaHUE CTPOrol CXEMBI IPHOPUTETOB: CHAYaNIa BCEraa
NePEeAA0OTCs MMAKEThI ¢ O0see BBICOKMM IPHUOPUTETOM, A0 TEX 0P,

IIOKa OHM HEC 3aKOHYATCA.

Apply Haxxmure «Apply» m1st akTHBaIlMU HACTPOCK

5.1.9.2. Ba3oBble NPUOPUTETHI OPTOB

Port-based Priority

Port Mo.  Priority
Port.01 | Lowest »

Port.02 | Lowest v
Port.03 | Lowest v
Port.04 | Lowest v
Port.05 | Lowest v
Port.0& |Lowest v
Port.07 | Lowest v
Port.08 | Lowest v

G1 Lowest v

G2 Lowest ¥

Wutepdeiic HacTpoiikn 6a30BBIX IPHOPUTETOB TOPTOB

Tabnuna ¢ onucaHueM MmapaMeTpoB HACTPOUKH 0a30BBIX TPUOPUTETOB MOPTOB:
IMapamertp ‘ Onucanue

Priority Hasnauenue crenenu npuopurera nopra. MoryT ObITh Ha3Ha4YEHBI 4

crenenn npuoputera: Boicokas (High), Cpennsist (Middle), Huzkas

(Low), u Huszmras (Lowest)

Apply Haxxmure «Apply» st akTuBaum HaCTpOeK
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5.1.9.3. COS/802.1p

C0S/802.1p

COS  Priority
0 |Lowest ¥

1 |Lowest ¥
2 |Low v
3 |Low v
4 | Middle »
5 |Middle ¥
& |High
7 |High ~

COS Port Default
Port Mo. COS
Port.01 0
Fort.02
Port.03
Port.04
Port.05
Fort.06
Port.07
Port.08
Gl
G2

Apply || Help

Wurepdeiic Hactpoiiku COS/802.1p
Tabnuua ¢ onrcanuem napameTpo HacTpoiiku COS/802.1p:

T

L

QS @|Q|| S| S| S|]| =
-

ITapamerp ‘ Onucanne
COS/802.1p COS (Class Of Service) xopomio uzBecteH kak 802.1p. Cornacuo
OIMCAHHMIO TIPOTOKOJIA, BBIXOHOW MPUOPHUTET ITAKETa OMPEIEIIETCsI
oJyTb30BaTeNeM B mose mpuopurera B Tere 802.1Q VLAN. 3HaueHue
npuopuTera MoxkeT coctaBiaTh oT 0 o 7. st COS MoryT OBITh
Ha3HaueHbl 4 crenenn npuopureTa: Beicokas (High), Cpenssis

(Middle), Huskas (Low), u Huzmas (Lowest)

COS Port Default Korna y Bxomsmiero nakera Het Tera VLAN, 3HaueHue nproputeTa 1o

YMOJIYaHHUIO OIIPEACIACTCA 10 BXOAHOMY IIOPTY

Apply Haxxmure «Apply» st akTuBaum HaCTpoOeK
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5.1.9.4. TOS/DSCP

TOS/DSCP
DSCP 0 1 2 3 4 5 5] 7
Priority | Lowest v || Lowest v || Lowest * || Lowest v || Lowest v || Lowest ¥ || Lowest v || Lowest »
DSCP 8 9 10 11 12 13 14 15
Priority | Lowest v || Lowest v || Lowest v || Lowest v || Lowest v || Lowest ¥ || Lowest ¥ || Lowest ¥
DSCP 16 17 18 19 20 21 22 23
Priority | Low v ||Low ¥ |/ Low r|[Low ¥ |/ Low v |[Low ¥ | Low ¥ ||Low ¥
DSCP 24 25 26 27 28 29 30 31
Priority | Low v ||Low v || Low v | |[Low v || Low v ||[Low v ||Low v | |[Low v
DSCP 32 33 34 2 36 37 38 39
Priority | Middle + || Middle ¥ || Middle +* || Middle v || Middle + || Middle * || Middle v || Middle *
DSCP 40 41 42 43 44 45 46 47
Priority | Middle » || Middle v || Middle * || Middle » || Middle » | Middle * || Middle * || Middle »
DSCP 48 44 50 51 52 53 54 55
Priority | High || High ¥ ||High + | High ¥ ||/High | High =¥ | High ¥/ High =
DSCP 56 57 58 59 60 61 62 63

Priority | High ¥ || High v ||High v ||[High |/High ¥ ||High ¥ ||High | High

Apply || Help

Unrepdeiic nacrpoiiku TOS/DSCP

Tabnuna c onucanuem napamerpos HacTporiku TOS/DSCP:

ITapamerp ‘ Onucanne
TOS/DSCP TOS (Type Of Service) mpeacrasisier co6oit moie B IP-3aronoske
naketa. [Tone TOS Taxke ucnonb3yetes A JuddepeHunpoBaHHbIX
Cepgucos (DC) u Ha3biBaetrcs Kogooit Toukoi
Huddepennuposannbix Cepsucos (Diferented Services Code Point)
(DSCP). BrIxomHOI PHOPHUTET MAKETa MOYKET OBITH ONPEJIENIEH C
MOMOIIIBIO 3TOTO MOJIsI, 3HAYCHUE IPUOPUTETA MOXKET COCTABISTH OT
10 63. Inss DSCP MoryT ObITh Ha3HAYEHBI 4 CTETIEHH IPUOPHUTETA:
Bricokas (High), Cpennss (Middle), Huzkas (Low), n Huzmast
(Lowvest)

Apply Haxxmure «Apply» i akTHBaIuy HaCTPOCK

5.1.10. DHCP-cepBep
5.1.10.1. DHCP-cepBep — Hactpoiiku

Cucrema nogaepxxuaet pynkiuo DHCP-cepsepa. Bxuitouns ¢pynkuuio DHCP-cepsepa,

cucrema koMMmyTtaropa craHosutcst DHCP-cepsepom.
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DHCP Server - Setting
DHCP Server : [Disable v

Start IP Address  |192.168.10.2
End IP Address 192.168.10200

Subnet Mask 2552552550
Gateway 192 168.10.254
DNS 0000

Lease Time (Hour) 163

Apply || Help |

UnTepodeiic nactpoiiku DHCP-cepsepa

Tabmuna ¢ onucanuem napamerpos HacTpoiiku DHCP-cepsepa:

IMapamertp Onucanue

DHCP Server

Brurouenne nnu otkimouenue ¢pyrkuun DHCP-cepsepa. Enable -

kommyTatop craner DHCP-cepBepoM B JIOKanbHOU ceTn

Start IP Address

Jwnana3oH npucBanBaemoro nuHamuueckoro IP-aapeca. Hauanom nuama3ona
NpUCBaNBaeMOro AuHaMu4Yeckoro IP-anpeca OyzeT SBISATHCS MEHBILIUI
IP-anmpec u3 Becex moctynHbix. Hanpumep, B tnana3oHe aapecoB OT
192.168.1.100 mo 192.168.1.200., HauaJILHBIM OYJIET SIBISATHCS apec
192.168.1.100

End IP Address

Jwnamnaszon mpucBanBaeMoro auHamuaeckoro [P-aapeca. Koniom nuamasona
NPUCBAaNBAaEMOro AuHaMu4Yeckoro [P-agpeca Oyner sSBIATHCS OOJBIIUIA
IP-anpec u3 Bcex moctymnHbix. Hanpumep, B Anamna3oHe aapecoB OT
192.168.1.100 mo 192.168.1.200., koHEYHBIM OyIET SBISATHCS AAPEC
192.168.1.200

Subnet Mask

Macka nojiceTy guamna3oHa IMpUCBanBACMOTI'0 JTUHAMHUYECKOT' O IP-a;[peca

Gateway OmnpeeneHre NUTI03a B Balllel CETH

DNS IP-anpec DNS-cepBepa (cepBepa TOMEHHBIX UMEH) B BaIllei ceTH

Lease Time [Tepuon, yepe3 KOTOPHI cucTeMa OyaeT cOpachiBaTh tuHamMuueckuii 1P, eciu
(gacwbl) OH He Oy/IeT UCI0JIb30BATHCA.

Apply Haxmute «Apply» uist akTHBAIIMK HACTPOCK
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5.1.10.2. DHCP-cepBep — Cniucok KJIMEHTOB

Korma ¢ynkmus DHCP-cepBepa BkitoueHa, cucrema Oyner coOuparh HH(POPMAIHIO O

kirentax DHCP-cepBepa u moka3bpiBaTh B JaHHOM OKHE:

DHCP Server - Client List

IP Address MAC Address Type Status Lease

Wnrepdeiic knmmentckux 3anuceir DHCP-cepBepa

5.1.10.3. DHCP-cepBep — npuBsizka noptos u IP

Bl MoOxeTe Ha3Ha4YMTHh OIPENCICHHOMY IIOpPTY KOHKpeTHbI [P-agpec, KOTOpbIit
HaXOJUTCA B 3aJJaHHOM Auana3oHe nuHamuyeckux [P. Korma ycrpoiictBo nmogkiroyaercs
K IOPTY W 3alpamnBaceT nIpucBoeHUEe auHamudeckoro IP, cucrema nmpucsout IP-anpec,

KOTOPBII OBIIT HA3HAYEH paHee B MOAKIIOYCHHOM YCTPOUCTBE.

DHCP Server - Port and IP Binding

Port Mo. [P Address
Port.01 192.168.10.123
Port.02 0.0.0.0
Port.03 0000
Port.04 0.00.0
Port.05 0.0.0.0
Port.06 0.0.0.0
Port.07 0000
Port.08 0.00.0
Gl 0000
G2 0000

Apply || Help

Hntepodeiic mpusssku moptos u [P DHCP-ceprepa

5.1.11. SNMP

Simple Network Management Protocol (SNMP) siBnsieTcst mpoTokosioM, pa3padoTaHHBIM
JUIs  YOpaBJICHUS  pa3IMYHBIMH  yCTpoiicTBamMu  (cepBepbl, paboune CTaHIMH,
MapLIpyTU3aTOPbl, KOMMYTaTOPbl U KOHLEHTPATOpHl U T.1.) Ha [P-cetn. SNMP nozsosun
CETEeBbIM AJMHHUCTPATOpPaM YNPAaBIATh PabOTOM CeTH, HAXOIUTh U pPEUIaTh CETEBbIE

HpO6J’ICMH, U TUIAHUPOBATb Pa3BUTUC CCTH. Cucremsbl YIIpaBJICHUA CCTBIO Y3HAKOT O
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npo0iieMax TOCPEICTBOM TpueMa trap-cooOmeHnid Win W3MEHEHUS YBEAOMIICHHS OT

CETEBBIX YCTPOMCTB, Ucnoib3ytomux SNMP.

5.1.11.1. SNMP — Hactpoiiku AreHrta

Bbl MoxeTe BbIMonHUTE HacTpoiiku SNMP-arenta ¢ momoineio GpyHkimu Agent Setting.

SNMP - Agent Setting
SNMP Agent Version: [snwmpvinvae v | | Apply || Help

SNMP V1/V2c Community

Community String Privilege
public Read Only r
private Read and Write *

Read Only r
Read Only r

Apply

Wnrepdeiic Hactpoex SNMP-arenTa

Tabnuua ¢ onucanuem napamerpos HacTpoiiku SNMP arenTa:
SNMP agent Version | ITognepxxusatorcss SNMPv1/ SNMPv2c/SNMPV3. [lnst mpoBepku
nouimHHOCTH areHTel SNMPv1/SNMPV2c¢ ncions3yroT coBmajeHne
CTPOKK COMMUNity. DTo o3HayaeT, 4To 00BEKTHI 1ocTyMa cepBepoB SNMP
C TIpaBaMH JIMOO TOJILKO ISl YTSHHS JIMOO JIJIsl YTSHUS/3aMUCH UMEIOT T10
YMOJTYaHHIO CTPOKY community co 3HaueHussmu public/private. B nemsix
MOBBIIICHHS 0€30MACHOCTH JaHHBIX MPH IMU(PPOBAHUS TAHHBIX IS
SNMPV3 tpebyetcst ypoBenb ayreHTUdUKanuu MDS uiu DES.
SNMPV1/V2c SNMP Community gosmkeH ObITh ycTaHOBICH it SNMPv1/v2c.

Community [MoxnepxuBaroTCst YeThipe BapuaHTa HCTpoiku "Community String /

Privilege". Kaxxmast Community String comepxut Makcumym 32 CHMBOJIA.

Jepkute 3TO TOJIe MYCTBIM, 4TOOBI YJAIUTh 3Ty cTpoKy Community

Apply Haxxmure «Apply» 11st akTHBAIIMK HACTPOCK
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5.1.11.2. Hacrtpoiika SNMP-trap

Trap-menemxep  SBISETCS  YOPAaBISOLIEH — CTaHLMEH,  KOTOpas  IPUHHUMAET
trap-coo01enus, creHepupoBaHHbIE CUCTEMOI OMOBeLeHUsI KoMMyTaTtopa. Eciiu Hu oauH
trap-mMeHekep He OMpeseNieH, HUKAKUX trap-cooOuieHuil oTmapaBieHO He OynerT.
CxondurypupoBath trap-menemxep MoxHO, BBeas I[P-ampec cTaHmMM U CTPOKY
community. OmpezaenuTe CTaHIMIO YIIPABICHUS B KavyecTBe {rap-meHemxepa U BBEIUTE
crpoku SNMP community, a Taxoke Beioepute Bepcuio SNMP.

SNMP - Trap Setting
Trap Server Setting

Server IP
Community
Trap Version = 1 V2c
Add
Trap Server Profile

Server IP Community Trap Version

Fs

| Remove || Help |

Wurepdeiic Hactpoexk SNMP-trap

Tabnuua ¢ onucanuem napamerpos HacTpoek SNMP-trap:

ITapamerp Onucanne

Server IP IP-anmpec ceppepa mis npuema trap-cooOmeHus
Community AyTeHTH(UKaNKS C UCTIONB30BaHHEM CTPOKH community
Trap Version [MonnepxuBarorcs trap-coobmenus Bepcuii V1, V2c u V3
Add Jlo6aButh npoduis cepepa trap-cooOmeHus

Remove YV nanute npoduits cepBepa trap-cooOmeHus
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5.1.11.3. SNMPV3
SNMPv3 Setting

SNMPv3 Engine ID: t46500000348be2d199ade

-

<

Context Table
_|Detau|ﬁ30ninxh‘~lame || Apply |
User Profile
Group Table
e |
Remove
Access Table
DefaultContextName Default _| |
DefaultContextMame Default
DefaultContextMame Default _| |
NoAuthNoPriv.
AuthMNoPriv,
AuthPriv,
| Context Match Rule  exact  prefix
~ ReadView Name |

MIBView Table
DefaultviewlL3 1.3.6.1 Includ

Excluded Included

« I
Remove

IIpumeuanue:
JIro60e nzmenenue Tabmu SNMPV3 moxer npusectu k oTkasy B nocryne MIB. IIpocs0a

CO6J'IIOI[aTB COOTBCTCTBYIOIINEC MEPBI IPCIOCTOPOIKHOCTH.
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Tabmuua ¢ onrcanuem napamerpoB HacTpoek SNMPV3:

Context Table Hactpotika konTekctHOM Tabmusl SNMPv3. [IpucBonth
KOHTEKCTHOE MMsI KOHTEKCTHOM Tabnuiel. Haxkmure kHomky "Apply”,

YTOOBI H3MEHHUTH KOHTEKCTHOE UM

User Profile 1. Hactpouts nonp3oBaTenbekyto Tabnuny SNMP V3

2. User ID: ycTaHOBUTH UMS TIOJIH30BATEIS

3. Authentication Password: ycTanoBuTb IapoJib ayTeHTU(DHKAITUAH
4. Privacy Password: ycTaHOBUTh CEKPETHBIN MapoJib

5. Haxxmure xkHonky "Add", 4ToOBl 10OABUTH UMS KOHTEKCTA.

6. Haxxmurte kHOIKy "Remove", 4T00bI yanuTh HeKenaTeIbHOS HMS

KOHTCKCTa

Group Table 1. Hactpouts rpymmoByto tadauimy SNMP V3

2. Security Name (User ID): npucBOHTE MM ITOJIb30BATENS, KOTOPOE
Bbl YCTAHOBHWJIM B TaOJUIIE TTOJIb30BaTEICH.

3. Group Name: yCcTaHOBUTH HUM$ TPYTIITHL.

4. Haxxmute kHOnNKy "Add", 4T00BI J00aBUTH MMsI KOHTEKCTA.

5. Haxxmure kHONKy "Remove", 4To0bl ynanuTs HexKenaTeIbHOS UMS

KOHTCKCTA.

Access Table 1. Hactpouts Tabnuiry goctynma SNMP V3

2. Context Prefix: ycraHOBUTh KOHTEKCTHOE MMST

3. Group Name: ycTaHOBUTH UMS TPYIIITHI

4. Security Level: ycraHOBHTb ypOBEHb J0CTYIIA

5. Context Match Rule: ycranoBUTS mpaBHiIo0 KOHTEKCTHOTO
COOTBETCTBHS

6. Read View Name: yctaHOBHUTh BH/I YTCHHUS

7. Write View Name: ycTaHOBUTH BT 3aITUCH

8. Notify View Name: ycTtaHOBUTH BHJT YBEIOMIICHHIA

9. Haxxmure kronky "Add", 4ToObI 100aBUTH UMSI KOHTEKCTA.
10. Haxxmurte kHONIKY "Remove", 9To0bl yIannuTh HeXeNaTeIbHOE UMSI

KOHTCKCTa

MIBview Table 1. Hactpouts Tabnuiyy Buna MIB

2. ViewName: HacTpoHuTh UMs

3. Sub-Oid Tree: 3anonauTk HaeHTHGUKATOP Sub

4. Type: BbIOEpUTE THIT — UCKITIOYEHNUE HITH BKIIOYCHHUE

5. Haxxmure kaonky "Add", 4To0bI 100aBUTH UMSI KOHTEKCTA.

6. Haxxmure kHOTKy "Remove", 4To0Obl yianuTh HexKenaTeIbHOS UMS

KOHTEKCTa
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5.1.12. Be3omacHOCTH

be3onmacHOCT, ~ KOMMyTaropa MOTYT  IOBBICHTH  TIATh  MOJE3HBIX  (DYHKITHIA:
IP-6e3omacHocth (IP Security), BesomacHocts optoB (Port Security), YepHblit crincok
MAC-anpecos (MAC Blacklist), Bpems xpanenus MAC-anpecos (MAC address Aging)

1 npotokoa 802.1X.

5.1.12.1. YnpaBJ/ieHue 0e30aCHOCTBIO

Tonbko |IP, BxmroueHHbIi B crnucok OesomacHbIX IP-agpecoB, Moxer ympaBisTh
KOMMYTaTOpOM C IIOMOIIBIO OINpenesieHHbIX pexumoB ynpasienus (WEB, Telnet,
SNMP).

IP Security
IP Security Mode: [Disable v

¥ Enable WEB Management
“ Enable Telnet Management
“ Enable SNMP Management

Secure IP List

Securs IP1 (0.0.00
Secure IPZ2 (0.0.00

Untepodeiic [P-6e30macHOCTH

Tabnuia ¢ onrcaHueM napaMeTpoB HACTPOEK YIPABJICHUS 0€30MaCHOCTHIO:

IMapamertp ‘ Onucanue
IP security Mode Bxirouenne/oiximouenne Gpynknun [P-6e3omacnocti
Enable WEB [MocraBbTe 0OTMETKY UTOOBI pazpemuTh ynpasienue mo WEB
Management
Enable Telnet [TocraBbTe OTMETKY UTOOBI pa3pelinTh ynpanieHnue mo Telnet
Management
Enable SNMP [MocraBbTe OTMETKY YTOOBI pa3penuTh yrpasieHue mo SNMP
Management
Apply Haxxmure «Apply» ist akTHBAIIMK HACTPOCK

5.1.12.2. ®ynkuusa Static MAC Forwarding
Static MAC Forwarding — G yHKIHsS epechUIKH Ha ocHOBE cratndeckux MAC-ampecos,
BPYUYHYIO 3aHECCHHBIX B CHHCOK. Ilepechiika Ha ocHOBe crathueckux MAC-aapecos

BMECTE€ CO CpeAcTBaMH O0€30MACHOCTH IOpTa IO3BOJIAET pa3peluTh AOCTYH K

Symanitron LTD. 53



SYMANITRON| W80 / SWh-62 ceps

PYKOBOACTBO no 3Kcnayatauun

KOMMYTaTopy TOJbKO TeM yctpoictBaMm, MAC-agpeca KOTOpPBIX yKa3aHbl B TaOuuIe

MAC-anpecoB aist mopTa.

Port Security

MAC Address
Port Mo. Port01 v

| Add || Delete || Help |

Port Security List
MAC Address Port

F Y

HuTepodeiic 6e3omacHOCTH TOPTA

Tabnuia ¢ onrcaHueM napaMeTpoB HACTPOCK YIPABJICHUs 0€30MaCHOCTHIO:

IMapamertp ‘ Onucanue
MAC Address BBox MAC-aznpeca onpezeieHHoro nopra
Port NO. Bri60op nmopra koMmmyTaropa
Add Jo6asnenue 3amucu 0 MAC u uHpOpMAIHMK TOPTA.
Delete VY naneHue 3anucu

5.1.12.3. Yepnslii cnucoxk MAC-aapecoB

UYepwnbsiii cnucok MAC-aapecoB MOXKET UCKITIOUUTH Iepeiady Tpaduka o onpeaeeHHbIM
MAC-anpecam B criucke. JIroObie kaapel, mepecbutaemble mo MAC-agpecaM B 3TOM
crucke, OyayT OTKJIOHEHbI. TakuM 00pa3oM, BEIOpaHHOE YCTPOMCTBO HUKOT/AA HE MOJIyYUT

HU OJTHOTO Kajpa.
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MAC Blacklist

MALC Address

| Add || Delete || Help |

MAC Blacklist
MAC Address

F

Wnrepdeiic YepHoro cnrcka MAC-anpecos

Tabnuna ¢ onmucaHueM MmapaMeTpoB HACTPOEK YepHoro criiricka MAC-aipecoB:
IMapamertp ‘ Onucanue

MAC Address BBox MAC-anpeca 1uist 100aBI€HUS €r0 B YSPHBIH CIIHCOK

MAC-anpecoB

Port NO. Bri60op nmopra koMmmyTaropa
Add JlobaBiieHrE 3aMCH B TaOJIMITy YEPHOTO CITHCKA.
Delete VY naneHue 3anucu

5.1.12.4. 802.1x

802.1x — Paamyc-cepBep

802.1x ucmonp3yeT XapakTepucTHKH (puzndeckoro nocrymna uappactpykrypst IEEE 802
LAN nns toro, ytoObl 00ecneunTh NPOBEPKY MOATMHHOCTU U aBTOPU3ALINIO YCTPOUCTB,
nonkitoueHHbIX K nmopty LAN. Tloxanyiicra, oopatutecs k onucanuto IEEE 802.1X —
KonTtposs nocryna k cet Ha ocHoBe noptoB (Port-Based Network Access Control).
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Ax - Radius Server

Radius Server Setting
802.1x Protocol | Disable
Radius Server IP | 192.168.16.3
Server Port 1812
Accounting Port 15813

Shared Key 12345678

MAS, Identifier MAS_L2 SWITCH

Advanced Setting

Quiet Period 60
T¥ Period 30
Supplicant Timeout 30

Server Timeout 30
Max Requests 2
Re-Auth Period 3600

Apply Help

Untepodeiic Pagmyc-ceprepa 802.1x

Tabnuua ¢ onucanueM napameTpoB HacTpoek Paxnyc-cepsepa:

IMapametp
802.1x Portocol

‘ Onucanmne

Brurrouenune nimm otkiroueHne GpyHknmid Pagmyc-cepsepa

Radius Server IP

IP-anpec cepBepa ayreHTH)UKAIIH

Server port

Yceranosure Homep UDP-niopra, nCnosib3yeMoro cepBepoM JJis

ayTeHTU(UKAIAN

Account port

YcranoBute nopt HazHaueHuss UDP i ydera 3anpocoB K yKa3aHHOMY

Paauyc-cepsepy

Shared Key

Kittou, mepenaBaeMblil MeX Iy KOMMYTaTOPOM U CEPBEPOM

ayTeHTU(UKAIAN

NAS, Identifier

Crpoxa, ucrnonb3yemast sl UACHTUPHUKAINT JAHHOTO KOMMYTaTopa

Quiet Period YcraHoBHTE BpEMEHHOW MHTEPBAI MEXy HEY/Ia4HOM MOIBITKOM
ayTeHTHU(UKAUK 1 HA4aIOM HOBOM MONBITKU ayTeHTH(HHUKAIIN
Tx Period YcraHoBHTE BpeMsi, KOTOPOE KOMMYTAaTOP MOKET XkKJIaTh OTBETa Ha 3aIpOC

/ ynocroBepeHre TUUHOCTH Kanapa EAP ot kimeHTa nepen oTnpaBKon

3arpoca.

Supplicant Timeout

VYcranoBute nepnuoa BpeMCEHH, B TCUCHHUEC KOTOPOI'0O KOMMYTATOP KACT

OTBETA OIpalMrBaemMoro Ha 3anpoc EAP.
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Server Timeout

YcraHoBUTE IEPUO BPEMEHH, B T€UEHHE KOTOPOr0 KOMMYTATOP >KAET

otBeta Pagmyc-cepBepa Ha 3ampoc ayTeHTH)UKAIIN

Max Requests

VcTaHOBUTE MaKCUMAaIbHOE KOJIMYCCTBO 3aIpoCoOB, OTIIPABIACMBIX K

oIrpamnurBacMoMy

Re-Auth Period

VYcranoBute nepruoa BpeMCHH, IOCIIC KOTOPOIo MPUCOCANHHUBIINCCA

KIIMCHTBI JOJIXKHBI HpOﬁTH IMOBTOPHYIO aYTeHTI/I(bI/IKa]_II/IIO

Apply

Haxxmure «Apply» s akTuBanum HacTpoek

802.1x-PexumM aBTOPH30BAHHOTO MOPTA

802.1x - Port Authorize Mode

Port MNo.

Port.01
Port.02
Port.03
Port.04
Port.05
Port.06
Port.07
Port.08
Gl
G2

| Apply || Help

Wurepdeiic HacTpoliku pexxuma aBropuzanuu nopra 802.1x

Port Authorize Mode

Accept v
Accept T
Accept T
Accept v
Accept v
Accept v
Accept ¥
Accept v
Accept v

Tabnuua ¢ onrcaHueM mapaMeTpoB HACTPOEK pexkuMa aBTopusanuu nopra 802.1x:

ITapamerp
Port Authorized Mode

Onucanue

* Reject: cnenath BEIOpaHHBIN MOPT HEABTOPU30BAHHBIM

» Accept: caenaTb BEIOpaHHBIN IOPT aBTOPHU30BAHHBIM

» Authorize: cocrosiHre BRIOpaHHOTO MOpTa OYAET ONPEAEIeHO 10
utoram ayreHtudukanuu 802.1x

» Disable: BoiGpannblii opT He OyaeT yuactBoBath B 802.1x

Apply

Haxxmure «Apply» ist akTHBAIIMK HACTPOCK
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802.1x - Port Authorize State

Port No. Port Authorize State
Port.01 Accept
Port.02 Accept
Port.03 Accept
Port.04 Accept
FPort.05 Accept
Port.06 Accept
Port.07 Accept
Port.08 Accept
Gl Accept
G2 Accept

WuTepdeiic mpocMoTpa COCTOSHIS aBTOpH30BaHHOTO TTopTa 802.1X

5.1.12.5. ®yuxkuus Warning

Oyukius Warning sBiasieTcst oueHb BaKHOU IS YIIPaBICHHS KOMMYTaTopoM. Bel MoxeTe
yIpaBisiTh KoMMyTaTopoM ¢ nomoinsio SYSLOG, EMAIL, u Fault Relay. Dto nomoxer
BaM CJEIMTh 32 COCTOSIHUEM KOMMYyTaTopa C yJajieHHoro mecra. IIpy BO3HUKHOBEHUH
cOOBITHSI, TIpenymnpexaamlnee coodueHne OyAeT OTMpPaBICHO Ha BBIOPAHHBIA BaMHU
cepsep, E-MAIL, nnu unaukarop c60s Ha MaHETu KOMMYTaTopa.
Cucrtema omnoBelleHHs] NoalepkuBaeT 2 pexxuma npenynpexzaenus: 1. SYSLOG; 2.
EMAIL. Bbl MoOxeTe cleiuTh 3a COCTOSIHUEM KOMMYTaTopa C IMOMOIIbK YKa3aHHBIX
CHUCTEMHBIX COOBITHA.
®ynkmus \Warning — nojiyueHune TpeBoKHOI0 co0bITHs ¢ momombio Fault Relay
[Tpyr BOBHUKHOBEHUU KaKOH-THO0 HEUCTIPABHOCTH, MHIUKATOP HEUCIIPABHOCTH Ha aHENN
KOMMYTaTOpa 3aropaeTcsi OTHOBPEMEHHO CO CpabaThIBaHHEM 3JIeKTprueckoro pene Fault
Relay.

Fault Alarm

Power Failure

PWR 1 PWR 2
Port Link Down/Broken
Port.01 Port.02
Port.03 Port.04
Port.05 Port.06
Port.07 Port.08
Gl G2
Apply || Help
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®yukuus Warning — Hactpoiiku SYSLOG

SYSLOG mnpexacrapnseT co0oil MPOTOKOJ IS MEpenadr COOOIICHHW OTOBEIICHUS O
coOBITHSIX B ceTsiX. s monmydeHHs JONOJIHUTENBHOM HWHQPOpPMAaLUHU, MOXKalyicTa,
obparurech k onucannio RFC 3164 - TIpotokon BSD SYSLOG.

System Warning - SYSLOG Setting

SYSLOG Mode Disable v
SYSLOG Server IP Address (0.0.0.0
Apply || Help

Oyukuus Warning — untepdeiic nacrpoek SYSLOG
Tabnuua ¢ onrcanuem napameTpoB HacTpoek SYSLOG:

IMapamertp ‘ Onucanue
SYSLOG Mode » Disable: pexxum SYSLOG BbIKITIOYCH
» Client Only: BoiiTu B cuctemy J0KaJIbHO
» Server Only: Boiiti Ha ynanenusiit cepeep SYSLOG

* Both: BoiiTu Ha TOKaTBHEIN U YAAJCHHBIN CEpBEpa

SYSLOG Server IP IP-anpec ynanennoro cepsepa SYSLOG
Address
Apply Haxxmute «Apply» I aKkTHBAaIlMU HACTPOEK

®ynkmus Warning — nacrpoiiku SMTP
SMTP sBnsiercs abOpeBuarypoit Simple Mail Transfer Protocol (ITpocroii ITporokon
IMepenaun ITouTsr). ITO MPOTOKOI IS Mepeaadn 3JICKTPOHHOM MOUThl Yepe3 MHTepHer.
Jlis monydeHus: JONOJHUTENbHOM HH(pOopMalMy, HoxanyicTa, 00paTuTeCh K OMUCAHUIO
RFC 821 - Simple Mail Transfer Protocol.

System Warning - SMTP Setting

E-mail Alert : [Disable ~

SMTP Server Address 0000
Sender E-mail Address administrator
Mail Subject Automated Email Alert

Authentication
Recipient E-mail Address 1
Recipient E-mail Address 2
Recipient E-mail Address 3
Recipient E-mail Address 4
Recipient E-mail Address 5
Recipient E-mail Address 6

Apply || Help

@Oyuxkuust Warning — unrepdeiic Hacrpoek SMTP
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Tabnuia ¢ onucanueM napamerpoB Hactpoek Warning SMTP:
IMapamertp ‘ Onucanue
E-mail Alart Bxkirouenne/Briximouenue (Enable/Disable) nepenaun cucteMHbIx

OHOBCH.ICHI/Iﬁ 0 COOBITHSX ITO C-)JICKTpOHHOﬁ IIo4yTe

SMTP Server Address Hacrpoiika [P-anpeca moutoBoro cepsepa

Sender E-mail Address Hactpoiika y4eTHOH 3amucH 3IeKTPOHHOM MOYTHI, ¢ KOTOPOU OyIyT

MNOCTYIAaTh YBEAOMJIICHUA

Mail Subject IIpeamer (coOBITHE), O KOTOPOM OIMOBEIIAET MUCHEMO

Authentication * Username: ayrentuukanys IMEHH MTOJIb30BATEIS
» Password: ayrenTudukarms naposms
» Confirm Password: moBTOpHBIH BBOJ MTapoJist

Recipient E-mail Address | DnexTpoHHbIit anpec moay4datess. [lonaepxkuBaercs 10 6

NOJIy4aTesIed MUChMA.

Apply Haxxmute «Apply» U1 akTHBaLlMM HACTPOEK

®ynkuusa Warning — Bb160p coObITHSA

SYSLOG wu SMTP sBusroorcs AByMS CHOCOOAMH  TMPEXyNPEKICHUS, KOTOpHIC
MOJICP’KUBAIOTCS. CUCTEMOM. Y CTaHOBHTE COOTBETCTBYIOIIMN (DJIAYKOK ISl BKIIIOUCHHS
BBIOPAaHHOTO METOJa OTOBEIICHUS O CHUCTeMHBIX coObITHsX. [lokamyiicra, oOparute
BHUMaHHE, 4TO (UIAKOK HE MOXeT ObITh ycraHoBieH, korma SYSLOG wmm SMTP

BBIKJIFOUCHBI.

System Warning - Event Selection
System Event
Event SYSLOG SMTP
System Cold Start
Power Status
SNMP Authentication Failure
Sy-Ring Topology Change

Port Event
Port No. SYSLOG SMTP
Port.01 Disable Y Disable v
Port.02 Disable Y Disable v

Oynxuns Warning — uarepdeiic BbIoopa coObITHS
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Tabnuua ¢ onrcaHueM MmapaMeTpoB HACTPOEK BHIOOPA COOBITHI:
ITapamerp ‘ Onucanne
System cold start Korga ycTpolicTBo 3amyckaeTcs MOCpeICTBOM XOJIOTHOTO 3aITyCKa,

crcTeMa BBIIACT )KYpHAJ COOBITHI

Power Status Korza Ha ycTpoiicTBO Mo1aeTCsl MUTaHUE, CUCTEMa BBIIACT KypHAT
cOOBITHI

SNMP Authentication Omnogemenne, eciau npousorien cooit SNMP-ayreHTudukanm

Failure

Sy-Ring topology change | Onosemienue, eciau IPOU30ILIO H3MEHEHUE Tornosioruu Sy-Ring

Port Event « Disable: Brixirouen
* Link Up: Ces3s ecth
 Link Down: Css3u HeT

e Link Up & Link Down: CBs3b nepuouyecKu mporaaaet

Apply Haxxmure «Apply» i akTHBaIuy HacTPOCK

5.1.13. MOHMTOPHHI U IMATHOCTHKA
5.1.13.1. 7KypHaJ cucTeMHBIX COOBITHIA

Ecnu KIMEHT CHCTEMHOTO JKypHaja BKIIIOYEH, KYPHAJIbl CHCTEMHBIX COOBITHH OymyT

IIOKa3aHbl B 3TOM OKHC!:

System Event Log

-

Fage1 r

| Reload || Clear || Help |

Wutepdeiic xxypHana CHCTEMHBIX COOBITHI
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Tabnuia ¢ onucaHueM napamMeTpoB JKypHaIa COOBITHIA

ITapamerp Onucanne

Page Br160op cTpanHuIis! xxypHana
Reload OOHOBUTE CTpaHHMILY JJIsI OTYYSHHUS] HOBBIX JKYPHAJIOB COOBITHIA
Clear Oumncrka KypHaia

5.1.13.2. Tabauuna MAC-aapecoB

Jiis mony4eHus: JONOJHUTENbHOM nHdopMaru odparutech Kk pasaeny 7.9 IEEE 802.1D.
Tabmuna MAC-agpecoB, KoTopas OCymiecTBisseT (UIbTpanuilo 0a3bl JTaHHBIX,
HOJJIEPKUBAET 3arpochl OcpeAcTBOM nporecca Forwarding Process, B kotopoM Kajp,
NOJYYCHHBI ONpEAETICHHBIM MOPTOM ¢ 3anaHHbiIM MAC-aapecoM Ha3zHaueHUs, Oyner

HaIIpaBJIEH Yepe3 OIPEACIICHHBIN TOTCHIUAIBHBIN ITOPT IepEIadH.

MAC Address Table

Port No : [Porto1 v
Current MAC Address

il

Dynamic Address Count: 0
Static Address Count: 0

| Clear MAC Table || Help |

MAC Address Aging

MAC Address Table Aging Time: (0~3825) 300 SeCs
1 Auto Flush MAC Address Table When Ports Link Down

Wnrepdeiic Tabmpr MAC-aapecos

Symanitron LTD. 62



SYMANITRON| W80 / SWh-62 ceps

PYKOBOACTBO no 3Kcnayatauun

Tabnuna ¢ onucannem napamerpoB Tadmuibl MAC-anpecos:

ITapamerp Onucanne

Port No. [Toxazars Bce MAC-anpeca, COOTBETCTBYIOIINE BEIOPAHHOMY TIOPTY B
TabImIe

Clear MAC Table VY nanmute Bce MAC-aapeca u3 Ta0IIbI

MAC Address Table Hasnauennoe Bpems ycrapeBanus JJOJIDKHO ObiTh kpaTHBIM 15.

Aging Time

Auto Flush MAC [Ipu BxIrOUeHUM 3TOH (PyHKIMH, KOTJA CBSA3b HA MOPTY MPOIaAaeT,

Address Table When | kommyTtaTtop copackiBaet Tabiuiy MAC-ampecos
Ports Link Down

Apply Haxxmure «Apply» 11 akTHBaIlMU HACTPOCK

5.1.13.3. CrarucTuka nopTroB

CraTucTuKa IIOpPTOB 0T06pa>1<aeTc;1 B BUJAC psiAa JAHHBIX CO CUCTUYHUKOB JIA KaKA0I'0 U3

IIOPTOB.

Port Statistics

T Good TX Bad RX Good RX Bad TX Abort Packet
Packet Packet Packet Packet Packet Collision

Port.01 100TX Down Enable 2985 0 4824 0 0 0
Port.02 100TX Up Enable 34792 0 159180 O 0 0

Port Type Link State

Wnrepdeiic 0630pa noptos

Ta6Jmua C OIIMCAaHHUEM IMAapPaMETPOB CTATUCTUKH IIOPTOB.

ITapamerp Onucanne

Type OToOpakeHHEe CKOPOCTH M THIIA MTOpTa

Link OToOpakeHUE HAJTUYUNE CBI3U

State CocTosiHHE TTOpTa - BKIIOYEH WIN BBIKIIOUYEH

TX Good Packet OtoOpakeHre KOJIMYIECTBA MePEIaHHbIX Yepe3 STOT MOPT YCIEIIHBIX
[aKeTOB

TX Bad Packet OtoOpakeHHe KOIMIECTBA MePEIaHHbIX Yepe3 STOT NOPT HEYCHEITHBIX
NaKeTOB

RX Good Packet OT0o0pakeHNe KOJIMYECTBA IPUHATHIX Ye€pe3 ITOT MOPT YCIEIIHBIX
aKeTOB

RX Bad Packet OTo0pakeHHe KOJMYECTBA NPUHSITHIX Y€Pe3 STOT MOPT HEYCHEIIHBIX
NaKeTOB

TX Abort Packet OtoOpakeHHe KOJIMYeCTBa IPEPBAHHBIX NPH NIepeIade 4yepe3 3TOT MOPT
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IMIaKCTOB

Packet Collision KosmdecTBo KoIuM3uii, 00HAPYKEHHBIX HA 3TOM MOPTY

5.1.13.4. MOHUTOPHHT MOPTOB

@yHKIMS MOHUTOPUHIA IOPTOB NoAAEpKUBAET ToiabKo TX (Ha BeIxoze), Tonbko RX (Ha
Bxoze), u coBMecTHbI TX/RX mMouuTopunr. TX MOHHUTOPUHT OTIIPABIISET BCE JaHHBIE,
KOTOpbIE Ha BBIXOJE€ HPOBEPSIOT MOPTHI-UCTOUYHMKM TX, a Takke BBIOPaHHBIA MOPT
HasHayeHus TX. RX MOHUTOPHHT OTIPABIISET BCE TAHHBIE, KOTOPBIE HA BXOJE MPOBEPSIOT
nopThl KcTouHNKa RX, a Taxke BBIOpaHHBIN OpT Ha3HaueHust RX, mocklnas kaap myTem,
KakuM OH OOBIYHO momien Obl. OOpaTHTe BHUMAHKE, YTO IS OTKIIOUEHHUS] MOHUTOPHUHTA

IMOpTOB H€O6XOZ[I/IMO OTKJIFOYHUTH KOHTPOJIb ITOPTOB.

Port Monitoring

Port Destination Port Source Port
RX T RX T
Port.01 L C
Port.02
Port.03
Port.04

HuTepdeiic MOHUTOPHHTA TOPTOB

Tabnuna ¢ onucaHueM napaMeTpoB MOHUTOPUHTA TOPTOB!

Destination Port ITopT, KOTOPBIN MOTYYUT CKONIMPOBAHHBIA KaAp OT MOPTa-HCTOYHUKA IS
MOHUTOPHHTIA
Source Port ITopt, koTOpPBII OyneT KoHTponupoBaTbea. OTMmersTe peskuM TX mwim RX

AJI1 MOHUTOPHHTA.

X Kaznpel npuxoasr B mopT KOMMyTaTopa

RX Kanpsl oTipaBisioTcs U3 NopTa KOMMyTaTopa

5.1.13.5. ®yuxuus Ping (ITuur)

Oyukius Ping mosBonsier kommyrtaropy moceuiaTh ICMP-naketsr ajist oOHapyKeHHsI

YAAJIICHHBIX Y3JIOB.
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Ping
IP Address:|192.168.10.250 Active

WuTepdeiic munra

Tabmuna ¢ onucanuem napamerpoB GpyHkimu Ping:

IMapametp Onucanue

IP Address Beenute [P-anpec, KOTOPHIil BBl XOTUTE OOHAPYKHUTH

Active Haxxmure «Active» s ornpaBku ICMP-naketos

5.1.14. CoxpaHeHHe KOH(pUTrypauuu

Ecnu kakas-mu6o koH(UTypanusi U3BMEHUIIACh, CIIEyeT HaXaTh ""Save", 9ToObI COXpaHUTh
TEKyIIHe NTaHHBbIE KOHPUTYypamuu BO (udm-nmamsaTh. B MpoTHBHOM citydae, TeKymas

KOH(HUrypanus OyAeT NOTepsHA MPHU BHIKIIOYCHUH MUTAHHUS WIH MIEPe3arpy3Ke CHCTEMBI.
Save Configuration

Save || Help

Untepodeiic coxpaneHns KOHPUTYpauu

5.1.15. BoccTaHOBUTH 3aBO/ICKHE HACTPOHKHU
Factory Default

#| Keep current IP address setting?
#| Keep current username & password?

Resat | Help

Wurepdeiic BOocTaHOBIIEHHS 3aBOACKUX HACTPOECK

Reset .
Ha)KMI/ITeJ 4TOOBl COPOCUTH BCE HACTPONKM Ha 3HAYCHHs] MO yMOJYaHUIO. BB

MOJXKETe BHIOpaTh COXpaHeHue TeKylei HacTpoiiku [P-aapeca (Keep current IP address
setting) u coxpaHeHuWe TeKyIIMX HMEHH Toib3oBaTens u mapons (Keep current
username & password).
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5.1.16.11epe3arpy3ka cucTeMbl

System Reboot
Flease click [Reboot] button to restart switch device.

Reboot

Wnrepdeiic nepesarpy3ku CUCTEMBI

Jliis iepe3arpy3ku CUCTeMbI HaxxmMuTe KHOTKY “Reboot”.
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6. Ynpasienue unrepgeiicom KOMaHIHOI CTPOKH

6.1. YnpaB/jieHHHM KOMMYTaTOPOM € NOMOIIbI0 KOMaHAHOIi cTpoku (CLI)

[Tomumo ympaBiacHus uepe3 BeO-uHTepdeiic, SWM-80 / SWM-62 cepum Takke
noanepxkuBaer ynpasinenue CLI. Bl MoxkeTe ucnonbp3oBaTh KOHCOAb uiau Telnet st

yIpaBiIeHUs] KOMMYTaTOPOM € IOMOIIIbIO HHTep(delica KOMaHTHOM CTPOKH.

Yunpasienue CLI ¢ mnomoumbo koHcosu yepe3 RS-232 (9600, 8, ner, 1, HeT)
Ilepen  HacTpoilikoii ¢ TOMOIIBIO  KOHcOIM  uepe3 RS-232,  wucnonw3yiite

RJ-45/DB9-F-kabenp s nmoakimoucHus mopra RS-232 xonconu k COM-mopTy Baliero
[1K.

Beimonnute cnenyroniye Imard, yroObl MOJYYUTh JOCTYH K KOHCOJIM yepe3 Kabeib
RS-232.

[lar 1. Ckauaiite nporpammy PuTTY mo aapecy: http://www.putty.org/
[Har 2. 3anycture PuTTY

Basic options for your PuTTY session

2. Teminal Specify the destination you want to connect to
Tm}é;:bnard Host Name (or IP address) Port
- Bell 22

- Features Connection type:
= Window )Raw (0 Telnet ) Rlogin @ 55H () Serial
- Appearance

- Behaviour
.. Translation Saved Sessions

Load, save or delete a stored session

- Selection
-~ Colours Default Settings
-Connection
.. Data

- Proxy
- Telnet
- Rlogin
+-55H

- Seral

Close window on exit:
() Aways () MNever @ Only on clean exit
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Hlar 3. Ilepeitnute B pa3aen Serial

Brmemee I =

Cateqany:

SWM-80 / SWM-62 cepun
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]~ Session

=1 Teminal
- Keyboard
- Bell
- Fegtures
= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
=+ Connection
.. Data

- 55H

Options controlling local seral lines |

About

Select a serial line
Serial line to connect to ComMi

Corfigure the serial line

Speed (baud) 9600

Data bits 8

Stop bits 1

ety
How control

N

[[Tar 4. Beeaute HOMep wucnosbdyemoro COM-mopra W mapameTpbl MOIKIIOYCHHS.
[Mapamerper COM-niopra: 9600 mist OMTOB B CeKyHIy, 8 misg OUT NaHHBIX, None s

IMPOBCPKH UCTHOCTH, 1 JJIs1 CTOIIOBBIX 6uroB 1 None AJIg yrpaBJICHUS ITOTOKOM JaHHBIX.

(TN

- Features

= Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
=+ Cannection
- Data

(- S5H

Options controlling local sedal lines |

Select a seral line
Serial line to connect to COM13

Configure the seral line

Speed (baud) 9600
Data bits 8
Stop bits 1

=

_Open [ Cancel
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[Har 5. [TosBUTCS 3KpaH BXoJ1a B KOHCOIb. Mcnomnp3yiiTe KilaBuatypy, 4To0bl BBeCTH MMs
nons3oBarens u Ilapons (CoBnanmaer ¢ maposiem st Web-Opaysepa), 3aTeM HaXMUTE

«Entery.

COM14 - PuTTY E=REE)

SWHM-62F-MM-5C

Command Line

Ynpasiaenue CLI nocpencrsom Telnet

[Tonp3oBarenu Moryt ucnonb3oBath « [ELNET» st HacTpoiiku KoMMyTaropa
3HaueHus 10 YMOJIYAHUIO [TOKA3aHbl HUKE:

IP-anpec: 192.168.10.1

Macka nmoxceru: 255.255.255.0

03 mo ymomyanuto: 192.168.10.54

Wwms monp3oBatens: admin

[Tapons: admin
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BrimonauTe cnenyromue mard, 4To0bl HOTYYUTh JOCTYH K KoHcoaH yepe3 Telnet.

Hlar 1. Beibepure coorercTByrommii Connection type u BBeaure IP xommyraTopa B

PUuTTY.

o oo I ==

Cateqory:
I ~I- Session

= Terminal

- Keyboard
- Bell

- Features
=I- Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours

=I- Connection

- Data

- Prowy

- Telnet

- Rlogin

+- 55H

About

Basic options for your PuTTY session

Specify the destination you want to connect to

Host Name (or IP address) Port
152.168.101 23
Connection type:

Raw @ Telnet Rlogin S5H Seqal

Load, save or delete a stored session

Saved Sessions

Default Settings | Load |

Close window on exit:
Always Mewver @ Only an clean exit

[ar 2. Haxxmute Open. [losiButcst okHO Bxoa. Micnonb3yiiTe KiIaBuaTypy, 4ToObl BBECTH

Nwms nonb3oBatesns u [Tapons (CoBnanaet ¢ maposem st Web-0paysepa), 3aTeM HAKMHTE

Entery.
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Pexnmbl Cnoco0 nocryna Iloackas Cnoco0 00 >Toii Moen
Ka BbIX0/Ja
[Tonp30BaTenbCKuH Haunwure ceanc ¢ switch> Haxxmute logout | [Tomp3oBaTenbckue — KOMaHIBI,
EXEC BaIllUM i quit JIOCTYITHBIE Ha YpOBHE
KOMMYTaTOpOM M0JIb30BaTENS SIBIISIFOTCS
MOJIMHOXKECTBOM TEX KOMaH],
KOTOpBIE JIOCTYITHBI Ha
MIPUBWJIETUPOBAHHOM  YPOBHE.
Hcnonp3yiTe 3TOT peXuM IS
* Bxopa B pexuM MeHIO
e OrobOpaxeHHUsS CHUCTEMHOM
nHdopmanuu
[MpuBunerupoBanubiii | Haxxmure komanny switch# Haxxmute disable | IIpuBuiernpoBaHHble KOMaH/IbI
EXEC enable JUTSL BBIXOTA SIBJISIFOTCSL KOMaHaMH BBICIIIETO
0JIb30BATEIECKOM YPOBHSI.
pexume EXEC IIpuBunerupoBaHHblil  pexUM
I03BOJISIET:
* BeiBectu Ha 3KpaH
pacIIMpEHHbII
(hyHKIIMOHAJIBHBIN CTaTyC
*  CoxpaHuTh KOH(pOTypanuio
I'nobanbHast Haxxmute koMangy Switch Jnst BeIXOZ#A OTOT PEeXUM HCIOJIB3YETCS IS
KOH(UTypanus configure B (config)# B HACTPOMKH apaMeTpoB,
MPUBUJIETUPOBAHHOM MPUBUIIETHUP. KOTOpbIE  IIPUMEHSIOTCS K
pexume EXEC pexumM KOMMYTAaTOpY B LIEJIOM.
EXEC
HaXMHuTE eXit
i end
baza nanapix VLAN Haxxmute xomangy Switch Jns  Beixoga B | Mcnmonb3oBaHue 3TOro pexuma
VLAN database B (vian)# MOJIB30BATENBCK. | TIOIpa3yMeBacT HACTPOHKY
NIPUBUIIETUPOBAHHOM pexuM EXEC | cneunduueckux  mapameTpoB
pexnme EXEC HaXxMHuTe EXit VLAN
Kondwurypauus Haxxmure komanny Switch Jns  Beixoga B | Vcmonbp3oBaHHE 3TOrO pekuMa
nHrepdeiica interface (co (config-if) | pexum MIPEAHA3HAYECHO JISi HACTPOMKH
crenuaIbHbIM # II00aIbHOM rapamMeTpoB KOMMyTaropa |
nHrepgeiicom) B KOH(UTypanuu noproB Ethernet
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pexxume rII00aIpHOM

KOH(pHUTypaun

Ha)KMUTE exit.
Jns  BeIXOZA B
MIPUBHJICTHPOBAH.

pexXuM EXEC

Haxxmure end

6.3. CHMBOJIbI YPOBHSI KOMAaHI.

Pexxum CuMBOJI YPOBHSI KOMaH[

IToans3oBareabckniit EXEC E

IIpusnieruposannsbiiit EXEC

I'no6anbHas koHuUrypanus

ba3a nannnix VLAN

P
G
\%

Kondurypanus uarepdeiica

6.4. CHmcoK CHCTEMHBIX KOMAaH/

Komanast SWM-80 YpoBeHb

Onucanue

[ SWM-62 cepun

[System Name]

show config E [NokazaTh kKOH(pUTYpannio switch>show config
KOMMYyTaropa

show terminal P IToka3aTh HHPOPMALIHIO KOHCOJIU switch#show terminal

write memory P CoxpaHeHue Banieil KOHQUTYpalyH B switch#write memory
MIOCTOSTHHOW TaMsATH ((iamm-iaMsiTh)

system name G YcraHOBKa HMEHU CHCTEMBI switch(config)#system name xxx

system location G

[System Location]

Hactpolika MecTOpaconoKeHus

KOMMYTaTOpa

switch(config)#system location xxx

system description G

[System Description]

Hactpolika onucanus koMmmyTaropa

switch(config)#system description xxx

[Ip-address]
[Subnet-mask]

system contact [System G Harpolika KOHTaKTHBIX JaHHBIX switch(config)#system contact xxx
Contact]

show system-info E INokazaTh crcTeMHYI0 HH()OPMALHIO switch>show system-info

ip address G Kondurypamus IP-agpeca switch(config)#ip address 192.168.1.1

KOMMYTaTopa

255.255.255.0 192.168.1.254

[Gateway]
ip dhep G Bxitouenue GpyHKInu switch(config)#ip dhcp
DHCP-kinuenra
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show ip P [Nokazats [P-undpopManmio switch#show ip
KOMMYyTaTopa

no ip dhcp G BrikioueHne GpyHKIUU switch(config)#no ip dhcp
DHCP-kmnenra

reload G OcTraHOBKA U BBITIOJIHEHHE XOJIOTHOTO switch(config)#reload
pecrapra

default G BoccraHoBieHne HACTPOEK IO Switch(config)#default
YMOJITYaHHIO

admin username G V3meHeHwue JIOTHHA TTOJIh30BaTEIsI switch(config)#admin username XxXxxx

[Username] (Maxcumym 10 GykB)

admin password G Omnpenenenune napodst (makcumym 10 switch(config)#admin password XXxxxx

[Password] OyKB)

show admin P [Nokazate nHpOpMannio switch#show admin
AAMUHUCTpATOpa

dhcpserver enable G Bxirouenue ¢pyukiun DHCP-cepsepa switch(config)#dhcpserver enable

dhcpserver lowip [Low G Hactpoiika amxsero [P-ampeca switch(config)# dhcpserver highip 192.168.1.50

IP] IP-nmnamazona

dhcpserver highip G Hacrpoiika Bepxuero IP-agpeca switch(config)# dhcpserver highip 192.168.1.50

[High IP] IP-nuanaszona

dhcpserver G Konurypamus Macku moaceTH s switch(config)#dhcpserver subnetmask

subnetmask [Subnet DHCP-knuenToB 255.255.255.0

mask]

dhcpserver gateway G Kondurypauus mutosa s switch(config)#dhcpserver gateway

[Gateway] DHCP-kirenTOB 192.168.1.254

dhcpserver dnsip G Koudurypamust DNS IP st switch(config)# dhcpserver dnsip 192.168.1.1

[DNS IP] DHCP-kinnenToB

dhcpserver leasetime G Kondurypamus lease time (4acor) switch(config)#dhcpserver leasetime 1

[Hours]

dhcpserver ipbinding | YcraHoBKa craTmaeckoro [P mopra switch(config)#interface fastEthernet 2

[IP address] st DHCP-kimeHTOB switch(config-if)#dhcpserver ipbinding

192.168.1.1

show dhcpserver P [NokazaTp koH(pUTYpannio switch#show dhcpserver configuration

configuration DHCP-cepsepa

show dhcpserver clients P [okazaTp 3amucu KIMEHTOB switch#show dhcpserver clinets
DHCP-cepgepa

show dhcpserver P [TokazaTs nHpOpPMANHNIO O MPHUBSA3KAX switch#show dhcpserver ip-binding

ip-binding IP-anpecos DHCP-cepBepa
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no dhcpserver G OTKITIOUeHHE PYHKITHA switch(config)#no dhcpserver
DHCP-cepBepa

security enable G Bxitouenue GpyHKIUU switch(config)#security enable
IP-6e3omacHocTH

security http G Bxitouenue GpyHKIuu switch(config)#security http
IP-6e30omacHocT;t HTTP-cepBepa

security telnet G Bxitouenue GpyHKIuU switch(config)#security telnet
IP-6e3omacHOCTH telnet-cepBepa

security ip G Hacrpoiika cincka IP-6e3onacHocTr switch(config)#security ip 1 192.168.1.55

[Index(1..10)] [IP

Address]

show security P IMokasate nHGOpPMAIHIO O switch#show security
IP-6e3omacHocTH

no security G OTkiroueHre QyHKIINA switch(config)#no security
IP-6e3omacHocTH

no security http G OtkiroueHre GyHKIIUA switch(config)#no security http
IP-6e30omacuoctu HTTP-cepBepa

no security telnet G OTKITIOUEHHE PYHKITHA switch(config)#no security telnet
IP-6e30macHocTH telnet-cepBepa

6.5. Cnmcok KOMaH/l HACTPOIiKH MOPTOB

Komanabst SWM-80 YpoBensb

| SWM-62 cepun

Onucanue

interface fastEthernet
[Portid]

Bri6epure nopt s MogudUKaun

switch(config)#interface fastEthernet 2

duplex [full | half] I

Komanma HacTpoiku it BEIOOpa

AYIIIEKCHOI'O peKruMa.

switch(config)#interface fastEthernet 2

switch(config-if)#duplex full

speed [10]100|1000|auto] |

Komanny HacTpoliku ckopoctu. st
MIOPTa HE MOJKET OBITh YCTaHOBJIEHO
3Hadyenue 1000, ecnii oH HE SIBISETCS

TAraOUTHBIM

switch(config)#interface fastEthernet 2

switch(config-if)#speed 100

flowcontrol mode I
[Symmetric|Asymmetric

]

Komanny HacTpoliku ynpaBineHus

IIOTOKOM JIaHHBIX.

switch(config)#interface fastEthernet 2

switch(config-if)#flowcontrol mode Asymmetric

no flowcontrol I

OTKIIIOUeHNE ypaBJICHUSA TOTOKOM

JIaHHBIX UHTEpeiica

switch(config-if)#no flowcontrol
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security enable

Brinrouenne 0e30macHOCTH

switch(config)#interface fastEthernet 2

unTepdeiica switch(config-if)#security enable
no security OtkittoueHre 0e30MacHOCTH switch(config)#interface fastEthernet 2
uHTepdeiica switch(config-if)#no security
bandwidth type all YcTaHOBKa BXOAHOTO OTpaHUYEHHS switch(config)#interface fastEthernet 2
TI0 THITY KaapoB Ha «IIPHEM BCEX switch(config-if)#bandwidth type all
KaJpoB»
bandwidth type YcTaHOBKaA BXOIHOTO OTPaHUYCHHUS switch(config)#interface fastEthernet 2

broadcast-multicast-flo

o ded-unicast

TI0 THITY KaJpOB Ha «IIPHEM
IINPOKOBEIATEIbHBIX,
MHOTO3JPECHBIX U 3aIIOTHEHHbIX

OAHOAAPECHBIX KaAPOB»

switch(config-if)#bandwidth type

broadcast-multicast-flooded-unicast

bandwidth type

broadcast-multicast

YcraHoBka BXOJHOI'0 OTpaHUYCHUA
IO TUITY KaAPOB Ha KIIPUEM
HIMPOKOBCIIATCIIBHBIX U

MHOT0aAPCECHBIX KaAPOB»

switch(config)#interface fastEthernet 2
switch(config-if)#bandwidth type

broadcast-multicast

bandwidth type

broadcast-only

YcraHoBka BXOJHOI'0 OIrpaHUYCHUA
[0 TUITY KaAPOB HA «IIPUEM TOJIBKO

HIMPOKOBCIIATCIIBHBIX KaAPOB»

switch(config)#interface fastEthernet 2

switch(config-if)#bandwidth type broadcast-only

bandwidth in
[Value]

VYcranoBka nHTepdetica BXogHON
MOJIOCHI IIPOITycKaHusL. J{nana3zon
ckopoctu cocrapiser ot 100 kOut/c
10 102400 x6ut/c mim 256000 xout/c
Jutst TUTaOUTHBIX TopToB. Hynesoe
3HaUCHHE 03HAYaeT OTCYTCTBHE

npeaeia.

switch(config)#interface fastEthernet 2
switch(config-if)#bandwidth in 100

bandwidth out
[Value]

YcraHoBka nHTEpdelica BBIXOIHON
MOJIOCHI IpoIycKanus. J(namna3zon
ckopoctu coctapiser ot 100 kout/c
10 102400 xout/c nmm 256000 kOuT/c
JUTSE THTaOUTHBIX TIOPTOB. Hyneroe
3Ha4Y€HHE 03HAYAET OTCYTCTBHUE

npezena.

switch(config)#interface fastEthernet 2
switch(config-if)#bandwidth out 100

show bandwidth

[Toxa3aTe nHTEPGEHCH KOHTPOIISA

TIOJIOCHI ITPOITYCKaHUA

switch(config)#interface fastEthernet 2

switch(config-if)#show bandwidth

state
[Enable | Disable]

Komanny HacTpoiku cOCTOSIHUS

pexxnma pabdotsl Ethernet-ioptos.

switch(config)#interface fastEthernet 2

switch(config-if)#state Disable
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Hcnonp3yiite GopMy OTKIFOUCHHUS
3TOW KOMAaHBI ISl OTKITFOUCHUS

nopra

show interface

configuration

IToxazath cTaTyc KOHGHUTYpaH

uHTEpdeiica

switch(config)#interface fastEthernet 2

switch(config-if)#show interface configuration

show interface status

Iloka3zatp AKTYAJIbHOE€ COCTOSAHHNE

uHTEpdeiica

switch(config)#interface fastEthernet 2

switch(config-if)#show interface status

show interface

accounting

Iloka3aTh cHETYHK CTATUCTHUKU

uHTEpdeiica

switch(config)#interface fastEthernet 2

switch(config-if)#show interface accounting

no accounting

COpoc nHpOpMALINN CUETIHKA

uHTEpdeiica

switch(config)#interface fastEthernet 2

switch(config-if)#no accounting

6.6. CnmMcok KOMaH/I HACTPOIiKM TPAHKOB

Komanast SWM-80 YpoBeHn

Onucanue

[ SWM-62 cepun

aggregator priority
[1 to 65535]

Hacrpoiika cucteMHOro NpuOpUTETA

TpYIIIBI TOPTOB

switch(config)#aggregator priority 22

aggregator activityport
[Port Numbers]

Hacrpoiika akTUBHOCTH HIOpTa

switch(config)#aggregator activityport 2

aggregator group
[GrouplD]
[Port-list]

lacp

workp
[Workport]

HasnaubTe TpaHKOBYIO IpymILy C
aktuBHBIM LACP. [GroupID]: ot 1 no
3 [Port-list]: cucox
MOPTOB-YYaCTHUKOB.

OTOT mapameTrp MOXeT ObITh
NIPE/ICTABIICH B BUIE ANAlla30Ha
noptoB (Hamp., 1-4) v B Buze
CIHCKA ITOPTOB, Pa3eICHHBIX
3amATeIMU (Hatp., 2, 3, 6).
[Workport]: kommgecTBo pabouunx
MIOPTOB, 3TO 3HAYEHHE HE MOXKET OBITH
MEHBIIIE HYJISl WM 00JIbIIe

KOJIMYECTBA TOPTOB-YYaCTHUKOB.

switch(config)#aggregator group 1 1-4 lacp
workp 2 or switch(config)#aggregator group 2
1,4,3 lacp workp 3

aggregator group
[GrouplD] [Port-list]

nolacp

HasnaubTe cTaTHdecKylo TPaHKOBYIO
rpynny. [GroupID]: ot 1 10 3
[Port-list]: cricok
MOPTOB-YYaCTHUKOB.

OTOT MapameTp MOXKeT ObITh

MpeACTaBJICH B BUJC AHalla30Ha

switch(config)#aggregator group 1 2-4 nolacp or
switch(config)#aggreator group 1 3,1,2 nolacp
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noprtoB (Hamp., 1-4) wiu B BUze
CIHCKa MOPTOB, pPa3JeCHHbIX

3ansAThIMHU (Harmp., 2, 3, 6).

show aggregator

[Toxa3aTp HHGOPMALIHIO O TPAHKOBOH

rpyImmne

switch#show aggregator

no aggregator lacp
[GroupID]

Brikmrouenne ¢pyaxmun LACP B

TPaHKOBOM Ipymme

switch(config)#no aggreator lacp 1

no aggregator group
[GroupID]

Y naneHue TpaHKOBOM IPYIIIBI

switch(config)#no aggreator group 2

6.7. Cnucoxk komana Hactpoiiku VLAN

Komanast SWM-80 YpoBeHb

[ SWM-62 cepun

Onucanune

vlan database

Bxox B pexxuM KOHOUTYpHPOBaHHS

VLAN

switch#vlan database

vlan [8021q | gvrp]

VYcranoBka pexuma VLAN s

switch(vlan)# vlanmode 802.1q or switch(vlan)#

KOMMyTaTopa vlanmode gvrp

no vlian [VID] OtkiroueHue rpynmsl VLAN switch(vlan)#no vlan 2
(mocpenctBom VID)

no gvrp Orxmouenne GVRP switch(vlan)#no gvrp

IEEE 802.1Q VLAN

vlan 8021q port
[PortNumber]
access-link untag
[UntaggedVID]

HazHauenue kaHama qoCTyma Juis
VLAN uepes nopt; ecnu mopt
MIPUHAJICIKUAT K TPAHKOBOM TPYIITIE,
9Ta KOMaHJIa He MOXET OBITh

TIpUMEHCHA

switch(vlan)#vlan 802.1q port 3 access-link

untag 33

vlan 8021q port
[PortNumber]
trunk-link tag
[TaggedVID List]

Hasnadyenue TpaHKOBOTO KaHama JUIs
VLAN gepes nopr; ecinu nopt
MIPUHAUICKUT K TPAaHKOBOH IpyTIIE,
9Ta KOMaHJla HE MOXET OBITh

INpUMCEHCHA

switch(vlan)#vlan 8021q port 3 trunk-link tag
2,3,6,99 or switch(vlan)#vlan 8021q port 3
trunk-link tag 3-20

vlan 8021q port
[PortNumber]
hybrid-link untag
[UntaggedVID]
tag

[TaggedVID List]

Ha3nauenue ruOpHIHOTO KaHAIa JJIs
VLAN depe3 mopt; eciu mopt
NIPUHAMJIEKUT K TPAHKOBOM IpyIIIIE,
5Ta KOMaHIa HE MOXKET OBIThH

MIpUMEHEeHa

switch(vlan)# vlan 8021q port 3 hybrid-link
untag 4 tag 3,6,8 or switch(vlan)# vlan 8021q port
3 hybrid-link untag 5 tag 6-8
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vlan 8021q aggreator
[TrunkID]

access-link untag
[UntaggedVID]

Haznauenue xanana Aoctyna ajisd

VLAN yepe3 TpaHKOBYIO IpyIILy

switch(vlan)#vlan 8021q aggreator 3 access-link

untag 33

vlan 80219 aggreator
[TrunkID]

trunk-link tag
[TaggedVID List]

Haznauenne TPaHKOBOI'O KaHaJIa ISt

VLAN ugepe3 TpaHKOBYIO TPYIIILY

switch(vlan)#vlan 8021q aggreator 3 trunk-link
tag 2,3,6,99 or switch(vlan)#vlan 8021q
aggreator 3 trunk-link tag 3-20

vlan 80219 aggreator
[PortNumber]
hybrid-link untag
[UntaggedVID]

tag

[TaggedVID List]

Haznadenune ruOpuaHOTO KaHAMA IS

VLAN uepe3 TpaHKOBYIO TPYIIILY

VLAN by trunk group switch(vlan)# vlan 8021q
aggreator 3 hybrid-link untag 4 tag 3,6,8 or
switch(vlan)# vlan 8021q aggreator 3 hybrid-link
untag 5 tag 6-8

show vlan
[VID] or show vlan

[oxazate nHpOpManmio VLAN

switch(vlan)#show vlan 23

6.8. Cnmcok KomMaHa HacTpoiiku Spanning Tree

Komanast SWM-80 YpoBenn

Onucanue

[ SWM-62 cepun

spanning-tree enable

Bxirouenne Spanning Tree

switch(config)#spanning-tree enable

spanning-tree priority
[0t061440]

Kondurypanus napamerpon

npuopureta Spanning Tree

switch(config)#spanning-tree priority 32767

spanning-tree max-age

[seconds]

Komanpa rio6aisHo# KoHbUTrypannu
BPEMEHN MaKCUMAJIBbHOTO TIEPHOJIa
Spanning Tree s H3MeHeHUS
MHTEPBAJIa MEX/y COOOLICHUSIMH,
KOTOpBIe Spanning Tree moxy4aeT ot
KOpHEBOTo KoMMyTaropa. Ecin
KOMMYTaTOp HE MOJIy4aeT COOOIIEHHS
6110K0B JaHHBIX bridge-poTokona
(BPDU) ot KOpHEBOTO KOMMYTaTOpa
B T€UEHHUE HTOrO MHTEpBaa,
tonosiorus Spanning Tree (STP)

PpacYUTBIBACTCA 3aHOBO

switch(config)# spanning-tree max-age 15
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spanning-tree G Komanya HacTpoiKy BpeMeHH switch(config)#spanning-tree hello-time 3
hello-time [seconds] HHTEpBasa OTIIPABKH COOOLICHU I

hello nmporokona BPDUSs

spanning-tree G Komania HacTpoiKH BpeMeHH switch(config)# spanning-tree forward-time 20
forward-time [seconds] MEePECHUIKH IS CICIHATbHBIX
HHCTaHCOB Spanning Tree. Bpemst
IEPECBUIKU ONPENLCIIACT, KaK JOJIT0
JUIATCS COCTOSTHUSA NTPOCITYINUBAHUSA U
pacro3HaBaHus Nepes TeM, Kak IopT

HA4YHET MEPECUIKY

stp-path-cost I Komanzna HacTpOHKHM CTOUMOCTH ITyTH switch(config)#interface fastEthernet 2
[1to200000000] quist Spanning Tree Protocol (STP). B switch(config-if)#stp-path-cost 20
Cllydae MOsBICHHS MeTIH, Spanning
Tree y4uThIBaeT CTOUMOCTD IIYTH IIPH
BEIOOpe mHTEep(etica U mepeBoa B

COCTOSAHUE NTEPECHIIIKN

stp-path-priority [Port | KoMana HaCTpOMKH PUOPUTETA switch(config)#interface fastEthernet 2
Priority] nopToB. MIcros3yeTcst B TOM Ciydae, switch(config-if)# stp-path-priority 127
KOoTrJga ABa KOMMYTAaTOpa IPUBA3aHbI K

OJTHOY ITO3UIINY B KAY€CTBE KOPHEBBIX

KOMMYTaTOpPOB.
stp-admin-p2p I Anmvunuctparop P2P npuopurera switch(config)#interface fastEthernet 2
[Auto|True|False] STP na sToM uHTEp(eiice switch(config-if)# stp-admin-p2p Auto
stp-admin-edge | Anmvunauctparop Edge npuopurera switch(config)#interface fastEthernet 2
[True|False] STP Ha sTOM HHTEp(eiice switch(config-if)# stp-admin-edge True
stp-admin-non-stp I Anmvunuctparop NonSTP switch(config)#interface fastEthernet 2
[True|False] npuoputera STP Ha 3TOM switch(config-if)# stp-admin-non-stp False
unrepdeiice
Show spanning-tree E Iokasate 061uil cTaryc Spanning switch>show spanning-tree
Tree
no spanning-tree G Orxirouenue Spanning Tree switch(config)#no spanning-tree

6.9. Cnucok komaHa HacTpoiiku Q0S

Komanaslt SWM-80 YpoBeHb Onucanue

[ SWM-62 cepun

gos policy G Br100op nonuTrky miaHupoBanus Q0S switch(config)#qos policy weighted-fair

[weighted-fair|strict]
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gos prioritytype G Bei6op tuma npuoputera QoS switch(config)#qos prioritytype
[port-based|cos-only|tos

-only|cos-first|tos-first]

gos priority portbased G Hacrpoiika npuoputera mopToB switch(config)#qos priority portbased 1 low

[Port] Port-based

[lowest|low|middle|high]

gos priority cos G Hacrpoiika npuoputera COS switch(config)#qos priority cos 22 middle

[Priority][lowest|low|mi

d dlelhigh]

gos priority tos G Hacrpoiika npuopurera TOS switch(config)#qos priority tos 3 high

[Priority][lowest|low|mi

d dlelhigh]

show qos P INoka3zats nHGOPMALHUIO O switch>show qos

koH(purypanuu QoS
no gos G OtkiIr04nTh GYHKIUI0 Q0S switch(config)#no qos

6.10. Cniucok komana Hactpoiiku |GMP snooping
Komanast SWM-80 YpoBensb

Onucanue

| SWM-62 cepun

igmp enable G Bxirouenune ysakinun IGMP switch(config)#igmp enable
snooping

Ilgmp-query auto G Ycranoska IGMP-3anpocos B switch(config)#lgmp-query auto
ABTOMATUYCCKOM PEKUME

Igmp-query force G VYcranoBka IGMP-3anpocos B switch(config)#lgmp-query force
(hopcrpoBaHHOM pEKUME

show igmp P INokazars neranu Hacrpoex IGMP switch#show igmp configuration

configuration

show igmp multi P INoka3zats neranu 3anuceit IGMP switch#show igmp multi
snooping

no igmp G Otximouenne Gpynkuuu IGMP switch(config)#no igmp
snooping

no igmp-query G Otxiouerne IGMP-3anpocos switch#no igmp-query

6.11. Cnincox komaH HacTpoiiku ¢puiabTpoB Tadauusl MAC-aapecos

Komanabst SWM-80 YpoBensb

| SWM-62 cepun

mac-adress-table static

Onucanue

Hactpoiixa

switch(config)#interface fastEthernet 2
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mac-address-table

hwaddr tabmuiel MAC-aapecos switch(config-if)#mac-address-table static
[MAC] (cTaTHYeCKHUX) hwaddr 000012345678
mac-address-table Hacrpoiika switch(config)#mac-address-table filter hwaddr
filter hwaddr tabmuuel MAC-anpecos (puibTp) 000012348678

[MAC]

show [Noka3ars Tabmumy MAC-aapecoB switch#show mac-address-table

show
mac-address-table

static

IToxa3aTh TabIHIy CTATHYECKIX

MAC-anpecos

switch#show mac-address-table static

show
mac-address-table

filter

IToxa3aTtp GUIBTP TAOIUIIBL

MAC-anpecos

switch#show mac-address-table filter

no mac-address-table
static hwaddr
[MAC]

VY nanute 3anuch TaOIUIbI

MAC-anpecoB (CTaTHIECKHE)

no mac-address-table static hwaddr [MAC]

no mac-address-table
filter hwaddr
[MAC]

VY nanute 3anuch U3 TaOJIHIBI

MAC-anpecos (punbtp)

switch(config)#no mac-address-table filter
hwaddr 000012348678

no mac-address-table

Y manute 3anuch U3 JUHAMHYESCKOMN

tabmuiel MAC-anpecoB

switch(config)#no mac-address-table

6.12. Cnincox komaunx HacTpoiiku SNMP

Komanabst SWM-80 YpoBensb

Onucanue

| SWM-62 cepun

snmp agent-mode

[viv2e | v3]

Bri6op pexxuma arenta SNMP

switch(config)#snmp agent-mode v1v2c

snmp-server host
[IP address] community
[Community-string]

trap-version [vl|v2c]

Hacrpoiixa nuadopmarn

SNMP-cepBepa u ctpokun community

switch(config)#snmp-server host 192.168.10.50
community public trap-version v1 (remove)
Switch(config)# no snmp-server host
192.168.10.50

snmp
community-strings

[Community-string]

Tounas HacCTpONKa CTPOKH

community

switch(config)#snmp community-strings public
right RO or switch(config)#snmp
community-strings public right RW

right [RO|RW]

snmp snmpv3-user Hacrpoiika moib30BaTesIbCKOro switch(config)#snmp snmpv3-user test01

[User Name] password npodws st areata SNMPv3. password AuthPW PrivPW
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[Authentication CeKpeTHbIii TapoJib JOJKSH ObITh

Password] [Privacy MYCTBIM.

Password]

show snmp [Nokasars koHGUTrypanuo SNMP switch#show snmp

show snmp-server

IToxa3zaTs nHpOpManuio o trap

COOOIIeHNAX cepBepa

switch#show snmp-server

no snmp G
community-strings

[Community]

Y naneHve yka3aHHOM CTPOKH

community

switch(config)#no snmp community-strings

public

no snmp snmpv3-user G
[User Name] password
[Authentication
Password] [Privacy

Password]

Y naneHue yka3aHHOTO IT0JIb30BATEIL
areaTa SNMPv3. CekpeTHbIii Tapois

JOJDKCH OBITh ITyCTBIM.

switch(config)# no snmp snmpv3-user test01

password AuthPW PrivPW

no snmp-server host G
[Host-address]

Y nanenune xocta SNMP-cepsepa

no snmp-server host [Host-address]

6.13. Cnucok KOMaHJ HACTPOIKH (QyHKIMH 3epKajupoBanus nopros (Port

Mirroring)
Komanabst SWM-80 YpoBensb Onucanne
| SWM-62 cepun

monitor rx G VYcranoBka RX-nmopra Ha3HaYCHUS switch(config)#monitor rx
(hyHKIIMM MOHUTOPHHTA

monitor tx G Ycranoska TX-mopra Ha3HaYCHUS switch(config)#monitor tx
(hyHKIIMM MOHUTOPHHTA

show monitor P INoka3zare nHOpMAaIHIO TOPTA switch#show monitor
MOHUTOPHUHTA

monitor I Hacrpoiika nopra otmpaBuTens switch(config)#interface fastEthernet 2

[RX|TX|Both] (yHKIIMM MOHMTOPHHTA switch(config-if)#monitor RX

show monitor | INoka3zars nHOpMAaIHIO TOPTaA switch(config)#interface fastEthernet 2
MOHHTOPHHI'A switch(config-if)#show monitor

no monitor | OTKJIIOYEHHE TOPTa OTIPABUTEINS switch(config)#interface fastEthernet 2
(YHKIIHE MOHUTOPHHTA switch(config-if)#no monitor

6.14. Cnucok komana HacTpoiiku 802.1x

Komanabst SWM-80 YpoBensb

| SWM-62 cepun

Onucanmne

8021x enable G

Bxurouenne nporoxona 802.1x

switch(config)# 8021x enable
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8021x system radiousip
[IP address]

Hacrpoiixa IP agpeca

paauyc-cepBepa

switch(config)# 8021x system radiousip
192.168.1.1

Vi3smeHeHue mopTa paguyc-cepBepa

switch(config)# 8021x system serverport 1815

Hacrpolika u3amMeHeHus nopra

yuera (accounting port)

switch(config)# 8021x system accountport 1816

8021x system
serverport [port ID]
8021x system
accountport [port 1D]
8021x system sharekey
[1D]

Hacrpolika n3aMeHeHus1 3HaYEHUSI

OTKPBITOI'O KJIFOYa

switch(config)# 8021x system sharekey 123456

8021x system nasid

[words]

Hactpoiika usmenenns NAS ID

switch(config)# 8021x system nasid testl

8021x misc quietperiod

[sec.]

OmnpeneneHne 3HAYCHUS IEPHOAA
Morganus (quiet period)

KOMMYTaTopa

switch(config)# 8021x misc quietperiod 10

8021x misc txperiod

[sec.]

YcraHoBKa 3HaUeHMA nepuoaa Tx.

switch(config)# 8021x misc txperiod 5

8021x misc

supportimeout [sec.]

VYcTaHoBKa TaitmMayTa

3alrpalmunBaromero YCTPOﬁCTBa

switch(config)# 8021x misc supportimeout 20

8021x misc

servertimeout

VYcraHoBKa TaiiMayTa cepBepa

switch(config)#8021x misc servertimeout 20

8021x misc maxrequest

[number]

YcTaHOBKH MaKCUMAJIbHOTO

KOJIMYECTBA 3alIpOCOB

switch(config)# 8021x misc maxrequest 3

8021x misc

reauthperiod [sec.]

VYcraHoBka nepuoia MOBTOPHOU

ayTeHTH(UKaIMN

switch(config)# 8021x misc reauthperiod 3000

8021x portstate [disable

| reject | accept |

Hactpolika napamerpa craTtyca

BBIOPAaHHOTO TIOpTa

switch(config)#interface fastethernet 3

switch(config-if)#8021x portstate accept

authorize]
show 8021x IToka3zate o6mue cBoiicTBa 802.1x, switch>show 8021x
a TaKkXKe craryca MopTOB
no 8021x OTKIIIOYNTH (QYHKIIUIO MPOTOKOJIA switch(config)#no 8021x

802.1x

6.15. Cnucok komana Hactpoiiku TFTP

Komanaslt SWM-80 YpoBeHb

[ SWM-62 cepun
backup

flash:backup_cfg

Onucanue

Coxpanntb koH(purypamuio TFTP;
TaKXe He0OXOIMMO yKa3aTh

IP-anpec TFTP-cepBepa u ums

switch(config)#backup flash:backup_cfg
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¢aitna

restore

flash:restore_cfg

[omyunts KOHPHUTYpaLIHIO
TFTP-cepepa; Takxke
HeobOxonumo ykazaTh IP-ampec

TFTP-cepsepa u ums ¢aitna

switch(config)#restore flash:restore_cfg

upgrade
flash:upgrade_fw

OOHOBUTH MPOIIABKY
TFTP-cepBepa, Takxe

Heobxoxumo ykazaTh IP-ampec

TFTP-cepsepa u ums aitna

switch(config)#upgrade lash:upgrade_fw

6.16. Cnucok komana HacTpoiiku onoBemenuii SYSLOG, SMTP, EVENT

Komanast SWM-80 YpoBeHb

Onucanue

[ SWM-62 cepun
systemlog ip
[IP address]

VYcranoska [P-agpeca cucteMHOro

JKypHaJIa cepBepa

switch(config)# systemlog ip 192.168.1.100

systemlog mode

[client|server|both]

OmnpeneneHne pexxuMa KypHaia

switch(config)# systemlog mode both

show systemlog

IToka3aTh CHUCTEMHBIN JKypHaI

Switch>show systemlog

show systemlog

[Toka3aTh HHPOPMALIUIO KIHEHTA U

CEpBEpa CUCTCMHOI'O XYypHalia

switch#show systemlog

no systemlog

OtxitoueHre GyHKIuN

CHUCTEMHOTO >KypHaa

switch(config)#no systemlog

smtp enable

Bximouenne pynkunun SMTP

switch(config)#smtp enable

smtp serverip
[IP address]

Hactpotiika [P-agpeca

SMTP-cepsepa

switch(config)#smtp serverip 192.168.1.5

smtp authentication

Bxitouenne ayreHTHUKAINT

SMTP

switch(config)#smtp authentication

smtp account

[account]

HacTtpolika akkayHTa

ayTeHTH(UKaN

switch(config)#smtp account User

smtp password

[password]

Hactpotiika naposns

ayTeHTH(UKan

switch(config)#smtp password

smtp rcptemail
[Index] [Email address]

Hactpoiika e-mail agpeca Rept

switch(config)#smtp rcptemail 1 Alert@test.com

show smtp

TToka3zath unpopmanmo SMTP

switch#show smtp

no smtp

Otxiouenre Gpynkuuun SMTP

switch(config)#no smtp

event device-cold-start

Y CTaHOBUTH THIT OIIOBCIICHUSA O

switch(config)#event device-cold-start both
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[Systemlog|SMTP|Both]

XOJIOAHOM CTapTe

event
authentication-failure
[Systemlog|SMTP|Both]

VY CTaHOBUTH THIT OIIOBCIICHUSA O

HEyAa4HON ayTeHTH(UKAINT

switch(config)#event authentication-failure both

event
Sy-Ring-topology-chan
ge
[Systemlog|SMTP|Both]

Y CTaHOBHUTH THII ONOBEIIEHHUS 00

HU3MeHeHuH Tomosorun Sy-Ring

switch(config)#event ring-topology-change both

event systemlog
[Link-UP|Link-Down|Bo
th]

YCTaHOBUTH MOPT OTIOBEIICHUS IS

CHCTEMHOT0 JKypHaJIa

switch(config)#interface fastethernet 3

switch(config-if)#event systemlog both

event smtp
[Link-UP|Link-Down|Bo
th]

YCTaHOBUTPH MOPT OTIOBEIICHUS IS

SMTP

switch(config)#interface fastethernet 3

switch(config-if)#event smtp both

show event

IToxa3aTh BEIOOPKY COOBITHIA

switch#show event

no event

device-cold-start

OTKIIIOYEHNE OITOBEIIEHUI O

XOJIOOHOM CTapTe

switch(config)#no event device-cold-start

no event

authentication-failure

OTKIIIOUEHHE OIIOBEIIECHUN O

Hey/la4HOW ayTeHTH(UKAINU

switch(config)#no event authentication-failure

no event
Sy-Ring-topology-chan
ge

OTKITIOYEHHE OMOBENIECHUI 00

u3MeHeHuu Tomnonoruu Sy-Ring

switch(config)#no event ring-topology-change

no event systemlog

OTKITIOYEHHE MOPTa OTOBEIICHHIA

JUIS CHCTEMHOT0 JKypHaa

switch(config)#interface fastethernet 3

switch(config-if)#no event systemlog

no event smpt

OTKITIOYEeHHE MTOPTa OTOBEIICHUI

st SMTP

switch(config)#interface fastethernet 3

switch(config-if)#no event smtp

show systemlog

IToka3aTh cucTEMHBIN KypHaIl

KJIMCHTA U CepBepa

switch#show systemlog

6.17. Cnincoxk komauna HacTpoiiku SNTP

Komanast SWM-80 YpoBeHn

Onucanmne

[ SWM-62 cepun

sntp enable

Bxutouenve pynkunu SNTP

switch(config)#sntp enable

sntp daylight

BrumroueHne GyHKIAN COXPAHESHHUS
JIETHETO BPEMEHH; ecin (pyHKIus
SNTP He akTHBHA, TO JaHHAS

KOMaH/1a HE MOXET OBITh

switch(config)#sntp daylight
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IIpUMEHEHA

sntp daylight-period G YcraHoBKa Mepro/ia JIETHEro switch(config)# sntp daylight-period
[Start time] [End time] Bpemenw; ecnu pynkims SNTP we 20060101-01:01 20060202-01-01
aKTHBHA, TO JIaHHAS KOMaH/Ia He
MOXeT ObITh MpuMeHeHa. Popmar
mapamMmeTpa: [[TITTMMAI-99:MM |
sntp daylight-offset G YcTaHOBKa CMEIICHUS JICTHETO switch(config)#sntp daylight-offset 3
[Minute] Bpemenw; ecnu pynkims SNTP e
aKTHBHA, TO JAaHHAS KOMaH/1a He
MOJKET OBITh IPUMEHEHA
sntp ip G YcranoBka [P-anpeca switch(config)#sntp ip 192.169.1.1
[IP] SNTP-cepBepa; ecim GyHKITHST
SNTP He akTHBHA, TO TaHHAS
KOMaH/a HE MOYKET OBITh
MpUMEHEeHa
sntp timezone G Hactpoiika nHIEKCa 9aCOBBIX switch(config)#sntp timezone 22
[Timezone] TIOSICOB, MCIIOJIB3YITE KOMAHIY
"show sntp timezone" 9TOOBI
TIOTYYUTH OOJbIIe HHPOPMAIHN
show sntp P IToka3zate uapopmanuo SNTP switch#show sntp
show sntp timezone P IMoka3zath HHICKC B CIIHCKE switch#show sntp timezone
YaCOBbIX I1OSICOB
no sntp G OtkroueHue ¢pynkmun SNTP switch(config)#no sntp
no sntp daylight G OtkiroueHre pyHKIUU YCTAHOBKU switch(config)#no sntp daylight

nepuoaa JICTHETO BpEMCHU

6.18. Cimcok ycTaHOBOYHBIX KOMaHA—CIHUCOK KoMaHa Sy-Ring

Komanabst SWM-80 YpoBensb

Onucanue

| SWM-62 cepun

Ring enable G Bxirouenne Sy-Ring switch(config)# ring enable
Ring master G Bxuttouenne Macrepa kosblia switch(config)# ring master
Ring couplering G Bxurouenue pexxuma Couple Ring switch(config)# ring couplering
Ring dualhoming G Bxitouenue pexxuma Dual Homing switch(config)# ring dualhoming
Ring ringport G Hacrpoiika 1-ro/2-ro moptoB switch(config)# ring ringport 7 8
[1st Ring Port] [2nd Ring KOJIbIIa

Port

Ring couplingport G Hacrpoiika nopra Coupling switch(config)# ring couplingport 1
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[Coupling Port]

Ring controlport G Hacrpoiika mopra ymnpaBieHusI switch(config)# ring controlport 2
[Control Port]

Ring homingport [Dual G Hacrpoiika mopra Dual Homing switch(config)# ring homingport 3
Homing Port]

show Ring P IMoxazats nrpopmarmio o Sy-ring switch#show ring

no Ring G Orxmouenue Sy-Ring switch(config)#no ring

no Ring master G Ortkirouenne Macrepa Konbla switch(config)# no ring master
no Ring couplering G Ortkiouenne Couple Ring switch(config)# no ring couplering
no Ring dualhoming G Ortkirouenne Dual Homing switch(config)# no ring dualhoming
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Mogenb SWM-80 SWM-62G SWM-62F-MM SWM-62F-SM SWM-62GF-MM SWM-62GF-SM
MopTbl
10/100Base-T(X) RJ45 Auto
8 6 6 6 6 6
MDI/MDIX
100/1000 Base-X nopTbl SFP 2
OnTtuyeckune
2 2 2 2
nopThbl
Crangapt 100Base-FX 100Base-FX 1000Base-SX 1000Base-LX
OnTnyeckoe
MHoromog OpagHomoa MHoromoza OpHomopn
BOJIOKHO
OnameTp 62.5/125MKkm 62.5/125Mkm
9/125Mkm 9/125MKm
cepaeyvHuka 50/125MKkm 50/125MKkm
KoHHekTop SC SC SC SC
OuctaHums 2 KM 30 km 0.55 km 10 km
OnuHa
1310 Hm 1310 HM 850 Hm 1310 Hm
BOJIHbI
Makc.
MouHocTb
BbIXOAHOIo -14 nb -8 nb -4 nb -30b
Cneuudomkauus
curHana
ONTUYECKUX
(AB)
nopTos
Makc.
MoLuHocTb
BbIXOAHOIO -23.5 ob -15 nb -9.5 nb -9.50b
curHana
(nB)
Makc.
MoLuHocTb
0 nb 0 ab 0 nb -3 0b
BXO[HOrO
curHana
MwuH.
MouHocTb
-31 pb -34 pb -18 ob -20 pb
BXOAHOMO
curHana
Link Budget 7.50B 19 nb 8.51b 10.5 nb
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TexHonoruum

IEEE 802.3 for 10Base-T,

IEEE 802.3u for 100Base-T(X) and 100Base-FX,

IEEE 802.3z for 1000Base-X

IEEE 802.3ab for 1000Base-T

IEEE 802.3x for Flow control

IEEE 802.3ad for LACP (Link Aggregation Control Protocol)
Crangaptbl Ethernet
IEEE 802.1D for STP (Spanning Tree Protocol)

IEEE 802.1p for COS (Class of Service)

IEEE 802.1Q for VLAN Tagging

IEEE 802.1w for RSTP (Rapid Spanning Tree Protocol)
IEEE 802.1X for Authentication

IEEE 802.1s for (Multiple Spanning Tree Protocol )

Tabnvua MAC agpecos 8192 MAC agpecos
KonnyectBo ypoBHew

rpvopuTeTa o4epesHoOCTU ¢

TexHonorus nepegayn Store-and-Forward

3agepxka KOMMyTauun: 7MKC

KommyTupytowas cnocobHocTb: 5,2 '6/c

CsoincTBa KommyTaumm Makc. konunyecTBo Bo3mMoxHbIX VLAN:4096

Konnuyectso IGMP rpynn mHoroagpecHon nepegaun: 1024

OrpaHuyeHne CKOPOCTU Nepefayn Ha nopTax: onpeaenseTcs nonb3oBarerniemM

Bkn./oTkn. nopToB, 6e3onacHocTb noptoB no MAC agpecam
KoHTponb goctyna k cetv no noptam (802.1x)

VLAN — usonupoBaHue 1 6e3onacHocTb Tpaduka

CpepncTBa 3alwmThl Mopaepxka Q-in-Q VLAN Ans noBbILEHUS NPOVU3BOAUTENBHOCTU 1
6e3onacHoCTU paclumpeHust npoctpaHcTea VLAN

Radius — LeHTpanu3oBaHHOe ynpasrneHne naponsmu

SNMPV1/V2c¢/V3 — wndpoBaHue ayTeHTUdMKaLumM n goctyna

STP/RSTP/MSTP (IEEE 802.1D/w)

KonbLeBoe pe3sepBupoBaHue (Sy-Ring) co BpemeHeM BoccTaHoBneHust <10Mc Ha 250 ycTpoiicts
Mopnepxka TOS/Diffserv

Quality of Service (802.1p) — nepegaya Tpacumka B pearnbHOM BpeMeHU

BosmoxHocTtn MO
VLAN (802.1Q) c TernposaHmem VLAN un nognepxkon GVRP
IGMP snooping — unbTpaums Tpaduka rpynnoBon pacchinku

KoHdurypauus, ctaTyc, CTaTUCTUKA, MOHUTOPUHT M 6e30MacHOCTbL NOPTOB

SNTP ans CMHXpOHW3aLMM BpEMEHU MO CeTn
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PTP KnneHT — CMHXpOoHU3aLmnst BpeMeH!
DHCP knueHT / cepsep
Mopaepxka arpernpoBaHusi KaHanos

Moppepxka MVR

PesepaupoBaHue cetu

Sy-Ring
All-Ring
Sy-RSTP
MRP
STP

RSTP

CBeToanoaHble UHAN KaTopbl

MHLIMKaTOpr nnTaHuAa

3eneHbli: NUTaHne — 3 ceeToanoaa

R.M. nHgukaTop

3eneHbln: MUraeT, korga cuctema pabotaet B pexxume Sy-Ring Master

Sy-Ring nHavkaTop

3eneHbln: cuctema pabotaet B pexxvme Sy-Ring

Wngukatop cbos

Kentbin: npousolina Hegonyctumasa olwmnbka

Wugukatopsl noptos 10/100TX
RJ45

3eneHsbii: FOpUT Npn aKTUBHOCTU NopTa U Hann4nm ceA3n,

XKenTbin: gynnekc/konnuans

WHankaTopbl MopToB

100/1000Base-X SFP

3eneHsbii: FOpUT Npn aKTUBHOCTU NopTa U Hann4nm ceA3Nn,

CuUrHanbHbIN KOHTaKT

Pene

KoHTakT pene — 1A npu 24VDC

MuTtaHne

Bxoabl nutaHus ¢

pesepBupoBaHeM

TpoiiHou Bxog DC; 12-48VDC Ha 7-KOHTaKTHOW KNEMMHOWN KOMNOAKe,

12-45VDC — rHe3[0 BHeLUHero agantepa

MoTpebnsemas MOLLHOCTb

5BT 8 BT 9BT 9 BT 7BT 7BT
(Tvinosas)
3awmTa oT neperpy3ku no Toky | MpucytctByet
3alumTa oT HenpaBWbHOM

ObecneunBaeTCa KOHCTPYKLMEN KIEMMHOWN KOOAKN

nonsipHoCTH
®dusnyeckne xapakTepuCcTUKu
Knacc 3awmTbl IP-30
Pasmepsl (LU x I x B) 52(LW) x 106(I") x 144(B) mm
Bec 710r 7221 735t 735r1 7401 7401

Pa6ouas cpepa

TemnepaTypa xpaHeHus

Ot -40 po 85°C

Pa6ouasi Temnepartypa

Ot -40 po 70°C
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Pa6oyas BnaXHOCTb

Ot 5% po 95% (6e3 koHpeHcaTa)

CepTtudmkaums m Tectbl

EMI FCC Part 15, CISPR (EN55022) class A

EN61000-4-2 (ESD), EN61000-4-3 (RS), EN61000-4-4 (EFT), EN61000-4-5 (Surge),
=S EN61000-4-6 (CS), EN61000-4-8, EN61000-4-11
Ypapbi IEC60068-2-27

CBoboaHoe nageHvie

IEC60068-2-32

Bubpauus IEC60068-2-6
BesonacHocTb EN60950, UL508 (E331061)
MTBF 324409 287493 280176 290610
[apaHTus 5 net
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